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Summary

CVE CVE-2020-5675

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-04 08:15:00 UTC

Updated 2022-02-10 07:38:00 UTC

Description Out-of-bounds read vulnerability in GT21 model of GOT2000 series (GT2107-WTBD V01.39.000 and earlier, GT2107-WTSD V01.39.000 and earlier, GT2104-RTBD V01.39.000 and earlier, GT2104-PMBD V01.39.000 and earlier, and GT2103-PMBD V01.39.000 and earlier), GS21 model of GOT series (GS2110-WTBD V01.39.000 and earlier, GS2107-WTBD V01.39.000 and earlier, GS2110-WTBD-N V01.39.000 and earlier, and GS2107-WTBD-N V01.39.000 and earlier), and Tension Controller LE7-40GU-L series (LE7-40GU-L Screen package data for CC-Link IEF Basic V1.00, LE7-40GU-L Screen package data for MODBUS/TCP V1.00, and LE7-40GU-L Screen package data for SLMP V1.00) allows a remote attacker to cause a denial-of-service (DoS) condition by sending a specially crafted packet. As a result, deterioration of communication performance or a denial-of-service (DoS) condition of the TCP communication functions of the products may occur.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubishielectric Gs2107-wtbd - All All All

Hardware Mitsubishielectric Gs2107-wtbd - All All All

Hardware Mitsubishielectric Gs2107-wtbd-n - All All All

Operating System Mitsubishielectric Gs2107-wtbd-n Firmware All All All All

Operating System Mitsubishielectric Gs2107-wtbd Firmware All All All All

Operating System Mitsubishielectric Gs2107-wtbd Firmware All All All All

Operating System Mitsubishielectric Gs2107-wtbd Firmware All All All All

Hardware Mitsubishielectric Gs2110-wtbd - All All All

Hardware Mitsubishielectric Gs2110-wtbd - All All All

Hardware Mitsubishielectric Gs2110-wtbd-n - All All All

Operating System Mitsubishielectric Gs2110-wtbd-n Firmware All All All All

Operating System Mitsubishielectric Gs2110-wtbd Firmware All All All All

Operating System Mitsubishielectric Gs2110-wtbd Firmware All All All All

Operating System Mitsubishielectric Gs2110-wtbd Firmware All All All All

Hardware Mitsubishielectric Gt2103-pmbd - All All All

Hardware Mitsubishielectric Gt2103-pmbd - All All All

Operating System Mitsubishielectric Gt2103-pmbd Firmware All All All All

https://cve.report/
https://cve.report/CVE-2020-5675/mitre
https://cve.report/CVE-2020-5675/nist
https://cve.report/CVE-2020-5675/cve_org
https://cve.report/CVE-2020-5675.pdf
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2107-wtbd
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2107-wtbd
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2107-wtbd-n
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2107-wtbd-n_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2107-wtbd_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2107-wtbd_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2107-wtbd_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2110-wtbd
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2110-wtbd
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2110-wtbd-n
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2110-wtbd-n_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2110-wtbd_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2110-wtbd_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gs2110-wtbd_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gt2103-pmbd
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gt2103-pmbd
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/gt2103-pmbd_firmware


Operating System Mitsubishielectric Gt2103-pmbd Firmware All All All All

Operating System Mitsubishielectric Gt2103-pmbd Firmware All All All All

Operating System Mitsubishielectric Gt2103-pmbd Firmware All All All All

Hardware Mitsubishielectric Gt2104-pmbd - All All All

Hardware Mitsubishielectric Gt2104-pmbd - All All All

Operating System Mitsubishielectric Gt2104-pmbd Firmware All All All All

Operating System Mitsubishielectric Gt2104-pmbd Firmware All All All All

Operating System Mitsubishielectric Gt2104-pmbd Firmware All All All All

Hardware Mitsubishielectric Gt2104-rtbd - All All All

Hardware Mitsubishielectric Gt2104-rtbd - All All All

Operating System Mitsubishielectric Gt2104-rtbd Firmware All All All All

Operating System Mitsubishielectric Gt2104-rtbd Firmware All All All All

Operating System Mitsubishielectric Gt2104-rtbd Firmware All All All All

Hardware Mitsubishielectric Gt2107-wtbd - All All All

Hardware Mitsubishielectric Gt2107-wtbd - All All All

Operating System Mitsubishielectric Gt2107-wtbd Firmware All All All All

Operating System Mitsubishielectric Gt2107-wtbd Firmware All All All All

Operating System Mitsubishielectric Gt2107-wtbd Firmware All All All All

Hardware Mitsubishielectric Gt2107-wtsd - All All All

Hardware Mitsubishielectric Gt2107-wtsd - All All All

Operating System Mitsubishielectric Gt2107-wtsd Firmware All All All All

Operating System Mitsubishielectric Gt2107-wtsd Firmware All All All All

Operating System Mitsubishielectric Gt2107-wtsd Firmware All All All All

Hardware Mitsubishielectric Le7-40gu-l - All All All

Hardware Mitsubishielectric Le7-40gu-l - All All All

Operating System Mitsubishielectric Le7-40gu-l Firmware All All All All

Operating System Mitsubishielectric Le7-40gu-l Firmware 1.00 All All All

Operating System Mitsubishielectric Le7-40gu-l Firmware All All All All

References

Reference Source Link

www.mitsubishielectric.co.jp/psirt/vulnerability/pdf/2020-017.pdf MISC www.mitsubishielectric.co.jp

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2020-017_en.pdf MISC www.mitsubishielectric.com

JVNVU#99277775: 三菱電機製 GOT およびテンションコントローラにおけるサービス運用妨害 (DoS) の脆弱性 MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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590611 Mitsubishi Electric GOT and Tension Controller (Update A) Denial of Service (DoS) Vulnerability (ICSA-20-343-02)

590685 Mitsubishi Electric GOT and Tension Controller (Update B) Denial of Service (DoS) Vulnerability (ICSA-20-343-02)
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