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Summary

CVE CVE-2020-5681

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-24 02:15:00 UTC

Updated 2020-12-30 15:44:00 UTC

Description Untrusted search path vulnerability in self-extracting files created by EpsonNet SetupManager versions 2.2.14 and earlier, and Offirio SynergyWare PrintDirector versions 1.6x/1.6y and earlier allows an attacker to gain privileges via a Trojan horse DLL in an unspecified directory.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Epson Epsonnet Setupmanager All All All All

Application Epson Epsonnet Setupmanager All All All All

Application Epson Offirio Synergyware Printdirector All All All All

Application Epson Offirio Synergyware Printdirector All All All All

References

Reference Source Link

エプソン製ソフトウェアで作成した自己解凍形式ファイルのDLL読み込みに関する脆弱性について MISC www.epson.jp

JVN#94244575: Self-Extracting files created by multiple SEIKO EPSON products may insecurely load Dynamic Link Libraries MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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