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CVE CVE-2020-5757
State PUBLIC
Assigner vulnreport@tenable.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-17 21:15:00 UTC
Updated 2020-07-23 14:33:00 UTC
Description Grandstream UCM6200 series firmware version 1.0.20.23 and below is vulnerable to OS command injection via HTTP. An
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Grandstream Ucm6202 - All All All
Hardware Grandstream Ucm6202 - All All All
Operating System Grandstream Ucm6202 Firmware All All All All
Hardware Grandstream Ucm6204 - All All All
Hardware Grandstream Ucm6204 - All All All
Operating System Grandstream Ucm6204 Firmware All All All All
Hardware Grandstream Ucm6208 - All All All
Hardware Grandstream Ucm6208 - All All All
Operating System Grandstream Ucm6208 Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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