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Summary

CVE CVE-2020-5852

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-14 17:15:00 UTC

Updated 2020-02-05 18:01:00 UTC

Description Undisclosed traffic patterns received may cause a disruption of service to the Traffic Management Microkernel (TMM). This vulnerability affects TMM through a virtual server configured with a FastL4 profile. Traffic processing is disrupted while TMM restarts. This issue only impacts specific engineering hotfixes. NOTE: This vulnerability does not affect any of the BIG-IP major, minor or maintenance releases you obtained from downloads.f5.com. The affected Engineering Hotfix builds are as follows: Hotfix-BIGIP-14.1.2.1.0.83.4-ENG Hotfix-BIGIP-12.1.4.1.0.97.6-ENG Hotfix-BIGIP-11.5.4.2.74.291-HF2

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Access Policy Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Access Policy Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Access Policy Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Access Policy Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Access Policy Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Advanced Firewall Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Advanced Firewall Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Analytics 11.5.4.2.74.291 All All All

Application F5 Big-ip Analytics 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Analytics 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Analytics 11.5.4.2.74.291 All All All

Application F5 Big-ip Analytics 12.1.4.1.0.97.6 All All All
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Application F5 Big-ip Analytics 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Analytics 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Application Acceleration Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Application Acceleration Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Application Security Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Application Security Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Application Security Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Application Security Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Application Security Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Application Security Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Domain Name System 11.5.4.2.74.291 All All All

Application F5 Big-ip Domain Name System 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Domain Name System 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Domain Name System 11.5.4.2.74.291 All All All

Application F5 Big-ip Domain Name System 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Domain Name System 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Edge Gateway 11.5.4.2.74.291 All All All

Application F5 Big-ip Edge Gateway 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Edge Gateway 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Edge Gateway 11.5.4.2.74.291 All All All

Application F5 Big-ip Edge Gateway 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Edge Gateway 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Fraud Protection Service 11.5.4.2.74.291 All All All

Application F5 Big-ip Fraud Protection Service 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Fraud Protection Service 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Fraud Protection Service 11.5.4.2.74.291 All All All

Application F5 Big-ip Fraud Protection Service 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Fraud Protection Service 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Global Traffic Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Global Traffic Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Global Traffic Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Global Traffic Manager 11.5.4.2.74.291 All All All
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Application F5 Big-ip Global Traffic Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Global Traffic Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Link Controller 11.5.4.2.74.291 All All All

Application F5 Big-ip Link Controller 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Link Controller 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Link Controller 11.5.4.2.74.291 All All All

Application F5 Big-ip Link Controller 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Link Controller 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Local Traffic Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Local Traffic Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Local Traffic Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Local Traffic Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Local Traffic Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Local Traffic Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Policy Enforcement Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Policy Enforcement Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Policy Enforcement Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Policy Enforcement Manager 11.5.4.2.74.291 All All All

Application F5 Big-ip Policy Enforcement Manager 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Policy Enforcement Manager 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Webaccelerator 11.5.4.2.74.291 All All All

Application F5 Big-ip Webaccelerator 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Webaccelerator 14.1.2.1.0.83.4 All All All

Application F5 Big-ip Webaccelerator 11.5.4.2.74.291 All All All

Application F5 Big-ip Webaccelerator 12.1.4.1.0.97.6 All All All

Application F5 Big-ip Webaccelerator 14.1.2.1.0.83.4 All All All

References

Reference Source Link Tags

support.f5.com/csp/article/K53590702 CONFIRM support.f5.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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