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CVE CVE-2020-6234
State PUBLIC
Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-14 19:15:00 UTC
Updated 2022-04-29 13:24:00 UTC
Description SAP Host Agent, version 7.21, allows an attacker with admin privileges to use the operation framework to gain root privilege

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sap Host Agent 7.21 All All All

Application Sap Host Agent 7.21 All All All

Reference Source L
launchpad.support.sap.com MISC le
SAP Security Patch Day — April 2020 - Product Security Response at SAP - Community Wiki MISC w

Full Disclosure: Onapsis Security Advisory 2021-0002: [CVE-2020-6234] - SAP Multiple root LPE through SAP Host Control FULLDISC s

SAP Host Control Local Privilege Escalation = Packet Storm MISC P
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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