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Summary

CVE CVE-2020-6268

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-10 13:15:00 UTC

Updated 2020-06-16 14:36:00 UTC

Description Statutory Reporting for Insurance Companies in SAP ERP (EA-FINSERV versions - 600, 603, 604, 605, 606, 616, 617, 618, 800 and S4CORE versions 101, 102, 103, 104) does not execute the required authorization checks for an authenticated user, allowing an attacker to view and tamper with certain restricted data leading to Missing Authorization Check.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Erp Ea-finserv 600 All All All

Application Sap Erp Ea-finserv 603 All All All

Application Sap Erp Ea-finserv 604 All All All

Application Sap Erp Ea-finserv 605 All All All

Application Sap Erp Ea-finserv 606 All All All

Application Sap Erp Ea-finserv 616 All All All

Application Sap Erp Ea-finserv 617 All All All

Application Sap Erp Ea-finserv 618 All All All

Application Sap Erp Ea-finserv 800 All All All

Application Sap Erp Ea-finserv 600 All All All

Application Sap Erp Ea-finserv 603 All All All

Application Sap Erp Ea-finserv 604 All All All

Application Sap Erp Ea-finserv 605 All All All

Application Sap Erp Ea-finserv 606 All All All

Application Sap Erp Ea-finserv 616 All All All

Application Sap Erp Ea-finserv 617 All All All

Application Sap Erp Ea-finserv 618 All All All
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Application Sap Erp Ea-finserv 618 All All All

Application Sap Erp Ea-finserv 800 All All All

Application Sap Erp S4core 101 All All All

Application Sap Erp S4core 102 All All All

Application Sap Erp S4core 103 All All All

Application Sap Erp S4core 104 All All All

Application Sap Erp S4core 101 All All All

Application Sap Erp S4core 102 All All All

Application Sap Erp S4core 103 All All All

Application Sap Erp S4core 104 All All All

References

Reference Source Link Tags

SAP Security Patch Day – June 2020 - Product Security Response at SAP - Community Wiki MISC wiki.scn.sap.com Vendor Advisory

launchpad.support.sap.com MISC launchpad.support.sap.com Permissions Required

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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