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Summary

CVE CVE-2020-6318

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-09 13:15:00 UTC

Updated 2022-07-01 19:24:00 UTC

Description A Remote Code Execution vulnerability exists in the SAP NetWeaver (ABAP Server, up to release 7.40) and ABAP Platform (> release 7.40).Because of this, an attacker can exploit these products via Code Injection, and potentially enabling to take complete control of the products, including viewing, changing, or deleting data by injecting code into the working memory which is subsequently executed by the application. It can also be used to cause a general fault in the product, causing the products to terminate.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Abap Platform 700 All All All

Application Sap Abap Platform 701 All All All

Application Sap Abap Platform 702 All All All

Application Sap Abap Platform 710 All All All

Application Sap Abap Platform 711 All All All

Application Sap Abap Platform 730 All All All

Application Sap Abap Platform 731 All All All

Application Sap Abap Platform 740 All All All

Application Sap Abap Platform 750 All All All

Application Sap Abap Platform 751 All All All

Application Sap Abap Platform 753 All All All

Application Sap Abap Platform 754 All All All

Application Sap Abap Platform 755 All All All

Application Sap Abap Platform 700 All All All

Application Sap Abap Platform 701 All All All

Application Sap Abap Platform 702 All All All

Application Sap Abap Platform 710 All All All
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Application Sap Abap Platform 710 All All All

Application Sap Abap Platform 711 All All All

Application Sap Abap Platform 730 All All All

Application Sap Abap Platform 731 All All All

Application Sap Abap Platform 740 All All All

Application Sap Abap Platform 750 All All All

Application Sap Abap Platform 751 All All All

Application Sap Abap Platform 753 All All All

Application Sap Abap Platform 754 All All All

Application Sap Abap Platform 755 All All All

References

Reference

SAP Security Patch Day – September 2020 - Product Security Response at SAP - Community Wiki

SAP Application Server ABAP / ABAP Platform Code Injection / SQL Injection / Missing Authorization ≈ Packet Storm

launchpad.support.sap.com

Full Disclosure: SEC Consult SA-20220518-0 :: Multiple Critical Vulnerabilities in SAP® Application Server, ABAP and ABAP® Platform (Different Software Components)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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