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Summary

CVE CVE-2020-6363

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-15 02:15:00 UTC

Updated 2020-10-19 19:59:00 UTC

Description SAP Commerce Cloud, versions - 1808, 1811, 1905, 2005, exposes several web applications that maintain sessions with a user. These sessions are established after the user has authenticated with username/passphrase credentials. The user can change their own passphrase, but this does not invalidate active sessions that the user may have with SAP Commerce Cloud web applications, which gives an attacker the opportunity to reuse old session credentials, resulting in Insufficient Session Expiration.

Risk And Classification

Problem Types: CWE-613

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Commerce Cloud 1808 All All All

Application Sap Commerce Cloud 1811 All All All

Application Sap Commerce Cloud 1905 All All All

Application Sap Commerce Cloud 2005 All All All

Application Sap Commerce Cloud 1808 All All All

Application Sap Commerce Cloud 1811 All All All

Application Sap Commerce Cloud 1905 All All All

Application Sap Commerce Cloud 2005 All All All

References

Reference Source Link

SAP Security Patch Day – October 2020 - Product Security Response at SAP - Community Wiki MISC wiki.scn.sap.com

launchpad.support.sap.com MISC launchpad.support.sap.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2020-6363/mitre
https://cve.report/CVE-2020-6363/nist
https://cve.report/CVE-2020-6363/cve_org
https://cve.report/CVE-2020-6363.pdf
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
http://cve.report/vendor/sap
http://cve.report/software/sap/commerce_cloud
https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageId=558632196
https://launchpad.support.sap.com/#/notes/2965287
https://www.cve.org/CVERecord?id=CVE-2020-6363
https://nvd.nist.gov/vuln/detail/CVE-2020-6363


There are currently no legacy QID mappings associated with this CVE.
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