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Certain versions of Introscope Enterprise Manager from Sap contain
the following vulnerability:

SAP Solution Manager and SAP Focused Run (update provided in
WILY_INTRO_ENTERPRISE 9.7, 10.1, 10.5, 10.7), allows an attacker
to modify a cookie in a way that OS commands can be executed and
potentially gain control over the host running the CA Introscope
Enterprise Manager,leading to Code Injection. With this, the attacker is

able to read and modify all system files and also impact system availability.
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CVE-2020-6364 has been assigned by  cna@sap.com to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  SAP SE - SAP Solution Manager (CA Introscope Enterprise Manager) and SAP Focused Run (CA
Introscope Enterprise Manager) version WILY_INTRO_ENTERPRISE 9.7

Affected Vendor/Software:  SAP SE - SAP Solution Manager (CA Introscope Enterprise Manager) and SAP Focused Run (CA
Introscope Enterprise Manager) version 10.1

Affected Vendor/Software:  SAP SE - SAP Solution Manager (CA Introscope Enterprise Manager) and SAP Focused Run (CA
Introscope Enterprise Manager) version 10.5

Affected Vendor/Software:  SAP SE - SAP Solution Manager (CA Introscope Enterprise Manager) and SAP Focused Run (CA
Introscope Enterprise Manager) version 10.7
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CVE References

Description Tags Link

Full Disclosure: Onapsis Security Advisory 2021-0008: OS
Command Injection in CA Introscope Enterprise Manager

seclists.org

text/html

 FULLDISC 20210614 Onapsis Security
Advisory 2021-0008: OS Command Injection in
CA Introscope Enterprise Manager

SAP Security Patch Day – October 2020 - Product
Security Response at SAP - Community Wiki

Vendor Advisory

wiki.scn.sap.com

text/html

 MISC
wiki.scn.sap.com/wiki/pages/viewpage.action?
pageId=558632196

SAP Wily Introscope Enterprise OS Command Injection ≈
Packet Storm

packetstormsecurity.com

text/html

 MISC
packetstormsecurity.com/files/163153/SAP-Wily-
Introscope-Enterprise-OS-Command-
Injection.html

No Description Provided Permissions Required

launchpad.support.sap.com

text/html

 MISC
launchpad.support.sap.com/#/notes/2969828

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Remote code execution in CA APM Team Center (Wily Introscope)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sap Introscope Enterprise Manager 10.1 All All All

Application Sap Introscope Enterprise Manager 10.5 All All All

Application Sap Introscope Enterprise Manager 10.7 All All All

Application Sap Introscope Enterprise Manager 9.7 All All All

Application Sap Introscope Enterprise Manager 10.1 All All All

Application Sap Introscope Enterprise Manager 10.5 All All All

Application Sap Introscope Enterprise Manager 10.7 All All All

Application Sap Introscope Enterprise Manager 9.7 All All All
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No vendor comments have been submitted for this CVE
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