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Summary

CVE CVE-2020-6405

State PUBLIC

Assigner chrome-cve-admin@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-11 15:15:00 UTC

Updated 2023-11-07 03:24:00 UTC

Description Out of bounds read in SQLite in Google Chrome prior to 80.0.3987.87 allowed a remote attacker to obtain potentially sensitive information from process memory via a crafted HTML page.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

Application Google Chrome All All All All

References

Reference Source Link

[SECURITY] Fedora 30 Update: chromium-80.0.3987.149-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

[security-announce] openSUSE-SU-2020:0210-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 31 Update: chromium-80.0.3987.132-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: chromium-80.0.3987.132-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:0233-1: important: Security update SUSE lists.opensuse.org

1042145 - chromium - An open-source project to help move the web forward. - Monorail MISC crbug.com

[SECURITY] Fedora 30 Update: chromium-80.0.3987.149-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Chrome Releases: Stable Channel Update for Desktop MISC chromereleases.googleblog.com

Debian -- Security Information -- DSA-4638-1 chromium DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2020-6405/mitre
https://cve.report/CVE-2020-6405/nist
https://cve.report/CVE-2020-6405/cve_org
https://cve.report/CVE-2020-6405.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6IOHSO6BUKC6I66J5PZOMAGFVJ66ZS57/
https://access.redhat.com/errata/RHSA-2020:0514
http://lists.opensuse.org/opensuse-security-announce/2020-02/msg00015.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/X3B5RWJQD5LA45MYLLR55KZJOJ5NVZGP/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/X3B5RWJQD5LA45MYLLR55KZJOJ5NVZGP/
http://lists.opensuse.org/opensuse-security-announce/2020-02/msg00025.html
https://crbug.com/1042145
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/6IOHSO6BUKC6I66J5PZOMAGFVJ66ZS57/
https://chromereleases.googleblog.com/2020/02/stable-channel-update-for-desktop.html
https://www.debian.org/security/2020/dsa-4638
https://www.cve.org/CVERecord?id=CVE-2020-6405
https://nvd.nist.gov/vuln/detail/CVE-2020-6405


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

377341 Alibaba Cloud Linux Security Update for sqlite (ALINUX3-SA-2022:0111)

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)

940337 AlmaLinux Security Update for sqlite (ALSA-2020:4442)

http://cve.report/qid/377341
http://cve.report/qid/770068
http://cve.report/qid/940337
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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