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Description

CVE-2020-6470

PUBLIC

chrome-cve-admin@google.com

CVE Program / NVD first with legacy fallback
2020-05-21 04:15:00 UTC

2023-11-07 03:24:00 UTC

Insufficient validation of untrusted input in clipboard in Google Chrome prior to 83.0.4103.61 allowed a local attacker to injet

/

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application

Operating System

Operating System

References

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Google Chrome All All All All
Google Chrome All All All All
Opensuse Backports Sle 15.0 sp1 All All
Opensuse Backports Sle 15.0 spl All All
Opensuse Leap 15.1 All All All
Opensuse Leap 15.1 All All All
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[SECURITY] Fedora 32 Update: chromium-83.0.4103.116-3.fc32 - package-announce - Fedora Mailing-Lists
1065761 - chromium - An open-source project to help move the web forward. - Monorail

Chromium, Google Chrome: Multiple vulnerabilities (GLSA 202006-02) — Gentoo security

[SECURITY] Fedora 31 Update: chromium-83.0.4103.116-3.fc31 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4714-1 chromium

[SECURITY] Fedora 31 Update: chromium-83.0.4103.116-3.fc31 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:0823-1: important: Security update

Chrome Releases: Stable Channel Update for Desktop

Qt WebEngine: Multiple vulnerabilities (GLSA 202101-30) — Gentoo security

[SECURITY] Fedora 32 Update: chromium-83.0.4103.116-3.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:0832-1: important: Security update
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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