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Inappropriate implementation in WebRTC in Google Chrome prior to 84.0.4147.89 allowed an attacker in a privileged netwc

Risk And Classification
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Problem Types: CWE-200
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http://cve.report/software/debian/debian_linux

Operating System Debian Debian Linux 9.0
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Operating System Debian Debian Linux 9.0
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Operating System Fedoraproject Fedora 31
Operating System Fedoraproject Fedora 32
Application Google Chrome All
Application Google Chrome All
Application Opensuse Backports Sle 15.0
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References

Reference

About the security content of watchOS 6.2.8 - Apple Support
[security-announce] openSUSE-SU-2020:1048-1: important: Security update
[security-announce] openSUSE-SU-2020:1148-1: moderate: Security update f
Chromium, Google Chrome: Multiple vulnerabilities (GLSA 202007-08) — Gentoo security
[security-announce] openSUSE-SU-2020:1172-1: moderate: Security update f
tvOS 13.4.8'in guvenlik icerigi hakkinda - Apple Destek

Chrome Releases: Stable Channel Update for Desktop

Debian -- Security Information -- DSA-4740-1 thunderbird

[security-announce] openSUSE-SU-2020:1189-1: important: Security update
[security-announce] openSUSE-SU-2020:1205-1: important: Security update

About the security content of Safari 13.1.2 - Apple Support

[SECURITY] [DLA 2297-1] firefox-esr security update
1076703 - chromium - An open-source project to help move the web forward. - Monorail

WebRTC usrsctp Incorrect Call ~ Packet Storm

[SECURITY] Fedora 31 Update: chromium-84.0.4147.89-1.fc31 - package-announce - Fedora Mailing-Lists

Source

CONFIRM

SUSE

SUSE

GENTOO

SUSE

CONFIRM

MISC

DEBIAN

SUSE

SUSE

CONFIRM

FEDORA

MLIST

MISC

MISC

Link
support.apple.com
lists.opensuse.org
lists.opensuse.org
security.gentoo.or¢
lists.opensuse.org
support.apple.com
chromereleases.gc
www.debian.org
lists.opensuse.org
lists.opensuse.org
support.apple.com
lists.fedoraproject.:
lists.debian.org
crbug.com

packetstormsecuri


http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://support.apple.com/kb/HT211291
http://lists.opensuse.org/opensuse-security-announce/2020-09/msg00041.html
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00007.html
https://security.gentoo.org/glsa/202007-08
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00018.html
https://support.apple.com/kb/HT211290
https://chromereleases.googleblog.com/2020/07/stable-channel-update-for-desktop.html
https://www.debian.org/security/2020/dsa-4740
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00025.html
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00032.html
https://support.apple.com/kb/HT211292
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MYIDWCHG24ZTFD4P42D4A4WWPPA74BCG/
https://lists.debian.org/debian-lts-announce/2020/07/msg00027.html
https://crbug.com/1076703
http://packetstormsecurity.com/files/158697/WebRTC-usrsctp-Incorrect-Call.html

[security-announce| opensSuUSE-SU-2020:114/-1: Important: Security update

Mozilla Thunderbird: Multiple vulnerabilities (GLSA 202007-64) — Gentoo security

About the security content of iOS 13.6 and iPadOS 13.6 - Apple Support

[SECURITY] Fedora 32 Update: chromium-84.0.4147.89-1.fc32 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4824-1 chromium

Qt WebEngine: Multiple vulnerabilities (GLSA 202101-30) — Gentoo security

USN-4443-1: Firefox vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] [DLA 2310-1] thunderbird security update

[security-announce] openSUSE-SU-2020:1155-1: important: Security update

[security-announce] openSUSE-SU-2020:1179-1: important: Security update

[SECURITY] Fedora 32 Update: chromium-84.0.4147.89-1.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1061-1: important: Security update

[SECURITY] Fedora 31 Update: chromium-84.0.4147.89-1.fc31 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4736-1 firefox-esr
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)

377050 Alibaba Cloud Linux Security Update for firefox (ALINUX2-SA-2020:0109)

500932 Alpine Linux Security Update for firefox-esr

500952 Alpine Linux Security Update for firefox

501075 Alpine Linux Security Update for mozjs68

503837 Alpine Linux Security Update for firefox

690466 Free Berkeley Software Distribution (FreeBSD) Security Update for chromium (870d59b0-c6c4-11ea-8015-e09467587¢c17)
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