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/

CVE-2020-6533

PUBLIC

chrome-cve-admin@google.com

CVE Program / NVD first with legacy fallback
2020-07-22 17:15:00 UTC

2023-11-07 03:24:00 UTC

Type Confusion in V8 in Google Chrome prior to 84.0.4147.89 allowed a remote attacker to potentially exploit heap corrupti

| 1|

Risk And Classification

Problem Types: CWE-787 | CWE-843

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Operating System
Operating System
Operating System

Operating System

References

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 10.0 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Google Chrome All All All All
Google Chrome All All All All
Opensuse Backports Sle 15.0 sp1 All All
Opensuse Backports Sle 15.0 spl All All
Opensuse Leap 15.1 All All All
Opensuse Leap 15.2 All All All
Opensuse Leap 15.1 All All All
Opensuse Leap 15.2 All All All
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[security-announce] openSUSE-SU-2020:1048-1: important: Security update

[security-announce] openSUSE-SU-2020:1148-1: moderate: Security update f

Chromium, Google Chrome: Multiple vulnerabilities (GLSA 202007-08) — Gentoo security
[security-announce] openSUSE-SU-2020:1172-1: moderate: Security update f

Chrome Releases: Stable Channel Update for Desktop

[SECURITY] Fedora 31 Update: chromium-84.0.4147.89-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: chromium-84.0.4147.89-1.fc32 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4824-1 chromium

1069964 - chromium - An open-source project to help move the web forward. - Monorail

Qt WebEngine: Multiple vulnerabilities (GLSA 202101-30) — Gentoo security

[SECURITY] Fedora 32 Update: chromium-84.0.4147.89-1.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1061-1: important: Security update

[SECURITY] Fedora 31 Update: chromium-84.0.4147.89-1.fc31 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.
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690466 Free Berkeley Software Distribution (FreeBSD) Security Update for chromium (870d59b0-c6c4-11ea-8015-e09467587¢17)
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