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Summary

CVE CVE-2020-6750

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-09 20:15:00 UTC

Updated 2023-11-07 03:25:00 UTC

Description GSocketClient in GNOME GLib through 2.62.4 may occasionally connect directly to a target address instead of connecting via a proxy server when configured to do so, because the proxy_addr field is mishandled. This bug is timing-dependent and may occur only sporadically depending on network delays. The greatest security relevance is in use cases where a proxy is used to help with privacy/anonymity, even though there is no technical barrier to a direct connection. NOTE: versions before 2.60 are unaffected.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Gnome Glib All All All All

References

Reference

Bug 1160668 – VUL-1: CVE-2020-6750: glib2: GSocketClient may occasionally connect directly to a target address instead of connecting via a proxy server

[SECURITY] Fedora 31 Update: mingw-glib2-2.62.4-2.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: glib2-2.60.7-3.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: glib2-2.62.4-2.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: glib2-2.62.4-2.fc31 - package-announce - Fedora Mailing-Lists
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CVE-2020-6750 GNOME GLib Vulnerability in NetApp Products | NetApp Product Security
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No vendor comments have been submitted for this CVE.
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