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Summary

CVE CVE-2020-6769

State PUBLIC

Assigner psirt@bosch.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-07 20:15:00 UTC

Updated 2020-02-12 23:41:00 UTC

Description Missing Authentication for Critical Function in the Bosch Video Streaming Gateway (VSG) allows an unauthenticated remote attacker to retrieve and set arbitrary configuration data of the Video Streaming Gateway. A successful attack can impact the confidentiality and availability of live and recorded video data of all cameras configured to be controlled by the VSG as well as the recording storage associated with the VSG. This affects Bosch Video Streaming Gateway versions 6.45 <= 6.45.08, 6.44 <= 6.44.022, 6.43 <= 6.43.0023 and 6.42.10 and older. This affects Bosch DIVAR IP 3000, DIVAR IP 7000 and DIVAR IP all-in-one 5000 if a vulnerable VSG version is installed with BVMS. This affects Bosch DIVAR IP 2000 <= 3.62.0019 and DIVAR IP 5000 <= 3.80.0039 if the corresponding port 8023 has been opened in the device's firewall.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bosch Divar Ip 2000 - All All All

Hardware Bosch Divar Ip 2000 - All All All

Operating System Bosch Divar Ip 2000 Firmware All All All All

Hardware Bosch Divar Ip 3000 - All All All

Hardware Bosch Divar Ip 3000 - All All All

Hardware Bosch Divar Ip 5000 - All All All

Hardware Bosch Divar Ip 5000 - All All All

Operating System Bosch Divar Ip 5000 Firmware All All All All

Hardware Bosch Divar Ip 7000 - All All All

Hardware Bosch Divar Ip 7000 - All All All

Hardware Bosch Divar Ip All-in-one 5000 - All All All

Hardware Bosch Divar Ip All-in-one 5000 - All All All

Application Bosch Video Streaming Gateway All All All All

Application Bosch Video Streaming Gateway All All All All

Application Bosch Video Streaming Gateway All All All All

Application Bosch Video Streaming Gateway All All All All
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References

Reference Source Link Tags

Missing Authentication for Critical Function in Bosch Video Streaming Gateway | Bosch PSIRT CONFIRM psirt.bosch.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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