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Summary

CVE CVE-2020-6776

State PUBLIC

Assigner psirt@bosch.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-14 16:15:00 UTC

Updated 2021-01-21 21:23:00 UTC

Description A vulnerability in the web-based management interface of Bosch PRAESIDEO until and including version 4.41 and Bosch PRAESENSA until and including version 1.10 allows an unauthenticated remote attacker to trigger actions on an affected system on behalf of another user (Cross-Site Request Forgery). This requires the victim to be tricked into clicking a malicious link or submitting a malicious form. A successful exploit allows the attacker to perform arbitrary actions with the privileges of the victim, e.g. creating and modifying user accounts, changing system configuration settings and cause DoS conditions. Note: For Bosch PRAESIDEO 4.31 and newer and Bosch PRAESENSA in all versions, the confidentiality impact is considered low because user credentials are not shown in the web interface.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bosch Praesensa - All All All

Hardware Bosch Praesensa - All All All

Operating System Bosch Praesensa Firmware All All All All

Hardware Bosch Praesideo - All All All

Hardware Bosch Praesideo - All All All

Operating System Bosch Praesideo Firmware All All All All

References

Reference Source Link Tags

Vulnerabilities in Bosch PRAESIDEO and PRAESENSA | Bosch PSIRT CONFIRM psirt.bosch.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Gjoko Krstic

https://cve.report/
https://cve.report/CVE-2020-6776/mitre
https://cve.report/CVE-2020-6776/nist
https://cve.report/CVE-2020-6776/cve_org
https://cve.report/CVE-2020-6776.pdf
http://cve.report/vendor/bosch
http://cve.report/software/bosch/praesensa
http://cve.report/vendor/bosch
http://cve.report/software/bosch/praesensa
http://cve.report/vendor/bosch
http://cve.report/software/bosch/praesensa_firmware
http://cve.report/vendor/bosch
http://cve.report/software/bosch/praesideo
http://cve.report/vendor/bosch
http://cve.report/software/bosch/praesideo
http://cve.report/vendor/bosch
http://cve.report/software/bosch/praesideo_firmware
https://psirt.bosch.com/security-advisories/bosch-sa-538331-bt.html
https://www.cve.org/CVERecord?id=CVE-2020-6776
https://nvd.nist.gov/vuln/detail/CVE-2020-6776


There are currently no legacy QID mappings associated with this CVE.
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