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CVE CVE-2020-6817
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-16 22:15:00 UTC
Updated 2023-02-28 14:46:00 UTC
Description bleach.clean behavior parsing style attributes could result in a regular expression denial of service (ReDoS). Calls to bleact

/ |

1|

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Bleach All All All All
Reference

1623633 - (CVE-2020-6817) Regular expression denial-of-service in mozilla/bleach BleachSanitizerFilter.sanitize_css gauntlet regular expres:
regular expression denial-of-service (ReDoS) in BleachSanitizerFilter.sanitize_css gauntlet regular expression - Advisory - mozilla/bleach - Gitl
CVE Program record

NVD vulnerability detail

/

fﬁﬁmj
SR

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

750269 OpenSUSE Security Update for python-bleach (openSUSE-SU-2021:0552-1)

981571 Python (pip) Security Update for bleach (GHSA-vghp-cxgc-6wmm)
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