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Summary

CVE CVE-2020-6859

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-13 17:15:00 UTC

Updated 2020-01-22 13:44:00 UTC

Description Multiple Insecure Direct Object Reference vulnerabilities in includes/core/class-files.php in the Ultimate Member plugin through 2.1.2 for WordPress allow remote attackers to change other users' profiles and cover photos via a modified user_id parameter. This is related to ajax_image_upload and ajax_resize_image.

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ultimatemember Ultimate Member All All All All

References

Reference Source Link

- fixed vulnerability with uploading cover/profile photo for other us… · ultimatemember/ultimatemember@2496825 · GitHub CONFIRM github.com

ultimatemember/class-files.php at 627bbb0fae81ac34c60b43f0867eadcf8e1bc523 · ultimatemember/ultimatemember · GitHub MISC github.com

ultimatemember/class-files.php at 627bbb0fae81ac34c60b43f0867eadcf8e1bc523 · ultimatemember/ultimatemember · GitHub MISC github.com

Ultimate Member – User Profile & Membership Plugin | WordPress.org MISC wordpress.org

Ultimate Member < 2.1.3 - Insecure Direct Object Reference (IDOR) MISC wpvulndb.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2020-6859/mitre
https://cve.report/CVE-2020-6859/nist
https://cve.report/CVE-2020-6859/cve_org
https://cve.report/CVE-2020-6859.pdf
http://cve.report/vendor/ultimatemember
http://cve.report/software/ultimatemember/ultimate_member
https://github.com/ultimatemember/ultimatemember/commit/249682559012734a4f7d71f52609b2f301ea55b1
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