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Summary

CVE CVE-2020-6950

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-02 16:15:00 UTC

Updated 2022-05-12 14:06:00 UTC

Description Directory traversal in Eclipse Mojarra before 2.3.14 allows attackers to read arbitrary files via the loc parameter or con parameter.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Mojarra All All All All

Application Oracle Banking Enterprise Default Management 2.10.0 All All All

Application Oracle Banking Enterprise Default Management 2.12.0 All All All

Application Oracle Banking Platform 2.12.0 All All All

Application Oracle Banking Platform 2.6.2 All All All

Application Oracle Banking Platform 2.7.1 All All All

Application Oracle Banking Platform 2.9.0 All All All

Application Oracle Communications Network Integrity 7.3.6 All All All

Application Oracle Communications Pricing Design Center 12.0.0.3.0 All All All

Application Oracle Hyperion Calculation Manager All All All All

Application Oracle Retail Merchandising System 19.0.1 All All All

Application Oracle Solaris Cluster 4.0 All All All

Application Oracle Time And Labor All All All All
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Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

Multiple Path Traversal security issues · Issue #4571 · eclipse-ee4j/mojarra · GitHub MISC github.com

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com

Multiple Path Traversal security issues · eclipse-ee4j/mojarra@cefbb94 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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150676 Oracle WebLogic Server Multiple Vulnerabilities (APR-2023)
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