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CVE Program / NVD first with legacy fallback
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Directory traversal in Eclipse Mojarra before 2.3.14 allows attackers to read arbitrary files via the loc parameter or con paral
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Reference

550943 — Mojarra multiple directory traversal issues

Source
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bugs.eclipse.org
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Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

Multiple Path Traversal security issues - Issue #4571 - eclipse-ee4j/mojarra - GitHub MISC github.com

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com

Multiple Path Traversal security issues - eclipse-ee4j/mojarra@cefbb94 - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150676 Oracle WebLogic Server Multiple Vulnerabilities (APR-2023)
690471 Free Berkeley Software Distribution (FreeBSD) Security Update for payara (b07bdd3c-0809-11eb-a3a4-0019dbb15b3f)
87542 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2023)

980356 Java (maven) Security Update for org.glassfish:mojarra-parent (GHSA-rpg8-mmwh-q9hm)
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