
CVE-2020-6959
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-6959

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-22 15:15:00 UTC

Updated 2020-02-05 21:49:00 UTC

Description The following versions of MAXPRO VMS and NVR, MAXPRO VMS:HNMSWVMS prior to Version VMS560 Build 595 T2-Patch, HNMSWVMSLT prior to Version VMS560 Build 595 T2-Patch, MAXPRO NVR: MAXPRO NVR XE prior to Version NVR 5.6 Build 595 T2-Patch, MAXPRO NVR SE prior to Version NVR 5.6 Build 595 T2-Patch, MAXPRO NVR PE prior to Version NVR 5.6 Build 595 T2-Patch, and MPNVRSWXX prior to Version NVR 5.6 Build 595 T2-Patch are vulnerable to an unsafe deserialization of untrusted data. An attacker may be able to remotely modify deserialized data without authentication using a specially crafted web request, resulting in remote code execution.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Honeywell Hnmswvms - All All All

Hardware Honeywell Hnmswvms - All All All

Hardware Honeywell Hnmswvmslt - All All All

Hardware Honeywell Hnmswvmslt - All All All

Operating System Honeywell Hnmswvmslt Firmware All All All All

Operating System Honeywell Hnmswvms Firmware All All All All

Hardware Honeywell Maxpro Nvr Pe - All All All

Hardware Honeywell Maxpro Nvr Pe - All All All

Operating System Honeywell Maxpro Nvr Pe Firmware All All All All

Hardware Honeywell Maxpro Nvr Se - All All All

Hardware Honeywell Maxpro Nvr Se - All All All

Operating System Honeywell Maxpro Nvr Se Firmware All All All All

Hardware Honeywell Maxpro Nvr Xe - All All All

Hardware Honeywell Maxpro Nvr Xe - All All All

Operating System Honeywell Maxpro Nvr Xe Firmware All All All All

Hardware Honeywell Mpnvrswxx - All All All

Hardware Honeywell Mpnvrswxx - All All All
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Hardware Honeywell Mpnvrswxx - All All All

Operating System Honeywell Mpnvrswxx Firmware All All All All

References

Reference Source Link Tags

Honeywell Maxpro VMS & NVR | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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