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Summary

CVE CVE-2020-6998

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-27 21:15:00 UTC

Updated 2022-08-04 02:39:00 UTC

Description The connection establishment algorithm found in Rockwell Automation CompactLogix 5370 and ControlLogix 5570 versions 33 and prior does not sufficiently manage its control flow during execution, creating an infinite loop. This may allow an attacker to send specially crafted CIP packet requests to a controller, which may cause denial-of-service conditions in communications with other products.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation Armor Compact Guardlogix 5370 - All All All

Operating System Rockwellautomation Armor Compact Guardlogix 5370 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L1 - All All All

Operating System Rockwellautomation Compactlogix 5370 L1 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L2 - All All All

Operating System Rockwellautomation Compactlogix 5370 L2 Firmware All All All All

Hardware Rockwellautomation Compactlogix 5370 L3 - All All All

Operating System Rockwellautomation Compactlogix 5370 L3 Firmware All All All All

Hardware Rockwellautomation Compact Guardlogix 5370 - All All All

Operating System Rockwellautomation Compact Guardlogix 5370 Firmware All All All All

Hardware Rockwellautomation Controllogix 5570 - All All All

Operating System Rockwellautomation Controllogix 5570 Firmware All All All All

Hardware Rockwellautomation Guardlogix 5560 - All All All

Operating System Rockwellautomation Guardlogix 5560 Firmware All All All All

Hardware Rockwellautomation Guardlogix 5570 - All All All

Operating System Rockwellautomation Guardlogix 5570 Firmware All All All All

Hardware Rockwellautomation Guardlogix 5580 - All All All
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Hardware Rockwellautomation Guardlogix 5580 - All All All

Operating System Rockwellautomation Guardlogix 5580 Firmware All All All All

References

Reference Source

CompactLogix 5370 and ControlLogix 5570 Controllers Vulnerable to Denial of Service Conditions due to Improper Input Validation CONFIRM

Rockwell Automation CompactLogix 5370 and ControlLogix 5570 Controllers (Update A) | CISA CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Yeop Chang reported this vulnerability to CISA.

There are currently no legacy QID mappings associated with this CVE.
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