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Summary

CVE CVE-2020-7003

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-24 18:15:00 UTC

Updated 2020-03-26 14:06:00 UTC

Description In Moxa ioLogik 2500 series firmware, Version 3.0 or lower, and IOxpress configuration utility, Version 2.3.0 or lower, sensitive information is transmitted over some web applications in clear text.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Moxa Iologik 2512 - All All All

Hardware Moxa Iologik 2512 - All All All

Hardware Moxa Iologik 2512-hspa - All All All

Hardware Moxa Iologik 2512-hspa - All All All

Hardware Moxa Iologik 2512-hspa-t - All All All

Hardware Moxa Iologik 2512-hspa-t - All All All

Operating System Moxa Iologik 2512-hspa-t Firmware All All All All

Operating System Moxa Iologik 2512-hspa Firmware All All All All

Hardware Moxa Iologik 2512-t - All All All

Hardware Moxa Iologik 2512-t - All All All

Operating System Moxa Iologik 2512-t Firmware All All All All

Hardware Moxa Iologik 2512-wl1-eu - All All All

Hardware Moxa Iologik 2512-wl1-eu - All All All

Hardware Moxa Iologik 2512-wl1-eu-t - All All All

Hardware Moxa Iologik 2512-wl1-eu-t - All All All

Operating System Moxa Iologik 2512-wl1-eu-t Firmware All All All All

Operating System Moxa Iologik 2512-wl1-eu Firmware All All All All
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Operating System Moxa Iologik 2512-wl1-eu Firmware All All All All

Hardware Moxa Iologik 2512-wl1-jp - All All All

Hardware Moxa Iologik 2512-wl1-jp - All All All

Hardware Moxa Iologik 2512-wl1-jp-t - All All All

Hardware Moxa Iologik 2512-wl1-jp-t - All All All

Operating System Moxa Iologik 2512-wl1-jp-t Firmware All All All All

Operating System Moxa Iologik 2512-wl1-jp Firmware All All All All

Hardware Moxa Iologik 2512-wl1-us - All All All

Hardware Moxa Iologik 2512-wl1-us - All All All

Hardware Moxa Iologik 2512-wl1-us-t - All All All

Hardware Moxa Iologik 2512-wl1-us-t - All All All

Operating System Moxa Iologik 2512-wl1-us-t Firmware All All All All

Operating System Moxa Iologik 2512-wl1-us Firmware All All All All

Operating System Moxa Iologik 2512 Firmware All All All All

Hardware Moxa Iologik 2542 - All All All

Hardware Moxa Iologik 2542 - All All All

Hardware Moxa Iologik 2542-hspa - All All All

Hardware Moxa Iologik 2542-hspa - All All All

Hardware Moxa Iologik 2542-hspa-t - All All All

Hardware Moxa Iologik 2542-hspa-t - All All All

Operating System Moxa Iologik 2542-hspa-t Firmware All All All All

Operating System Moxa Iologik 2542-hspa Firmware All All All All

Hardware Moxa Iologik 2542-t - All All All

Hardware Moxa Iologik 2542-t - All All All

Operating System Moxa Iologik 2542-t Firmware All All All All

Hardware Moxa Iologik 2542-wl1-eu - All All All

Hardware Moxa Iologik 2542-wl1-eu - All All All

Hardware Moxa Iologik 2542-wl1-eu-t - All All All

Hardware Moxa Iologik 2542-wl1-eu-t - All All All

Operating System Moxa Iologik 2542-wl1-eu-t Firmware All All All All

Operating System Moxa Iologik 2542-wl1-eu Firmware All All All All

Hardware Moxa Iologik 2542-wl1-jp - All All All

Hardware Moxa Iologik 2542-wl1-jp - All All All

Hardware Moxa Iologik 2542-wl1-jp-t - All All All

Hardware Moxa Iologik 2542-wl1-jp-t - All All All

Operating System Moxa Iologik 2542-wl1-jp-t Firmware All All All All
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Operating System Moxa Iologik 2542-wl1-jp Firmware All All All All

Hardware Moxa Iologik 2542-wl1-us - All All All

Hardware Moxa Iologik 2542-wl1-us - All All All

Hardware Moxa Iologik 2542-wl1-us-t - All All All

Hardware Moxa Iologik 2542-wl1-us-t - All All All

Operating System Moxa Iologik 2542-wl1-us-t Firmware All All All All

Operating System Moxa Iologik 2542-wl1-us Firmware All All All All

Operating System Moxa Iologik 2542 Firmware All All All All

References

Reference Source Link Tags

Moxa ioLogik 2542-HSPA Series Controllers and IOs, and IOxpress Configuration Utility | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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