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Summary

CVE CVE-2020-7016

State PUBLIC

Assigner security@elastic.co

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-27 18:15:00 UTC

Updated 2022-11-16 03:54:00 UTC

Description Kibana versions before 6.8.11 and 7.8.1 contain a denial of service (DoS) flaw in Timelion. An attacker can construct a URL that when viewed by a Kibana user can lead to the Kibana process consuming large amounts of CPU and becoming unresponsive.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Elasticsearch Kibana All All All

Application Elasticsearch Kibana All All All

Application Oracle Communications Billing And Revenue Management 12.0.0.3.0 All All

Application Oracle Communications Cloud Native Core Network Function Cloud Native Environment 1.7.0 All All

Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All

References

Reference Source Link Tags

Security issues | Elastic N/A www.elastic.co Vendor Advisory

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

Elastic Stack 6.8.11 and 7.8.1 security update - Security Announcements - Discuss the Elastic Stack N/A discuss.elastic.co Release Notes, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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