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CVE CVE-2020-7020
State PUBLIC
Assigner security@elastic.co

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-22 17:15:00 UTC
Updated 2022-06-03 18:56:00 UTC
Description Elasticsearch versions before 6.8.13 and 7.9.2 contain a document disclosure flaw when Document or Field Level Security

/ |

1|

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Elastic Elasticsearch All All All All

Application Elastic Elasticsearch All All All All

Reference Source Link

Elastic Stack 7.9.3 and 6.8.13 Security Update - Security Announcements - Discuss the Elastic Stack MISC discuss.elastic.co

Sign in - Google Accounts MISC staging-website.elastic.c
CVE-2020-7020 Elasticsearch Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900492 Common Base Linux Mariner (CBL-Mariner) Security Update for rubygem-elasticsearch (6274)

902026 Common Base Linux Mariner (CBL-Mariner) Security Update for rubygem-elasticsearch (6274-1)
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982916 Java (maven) Security Update for org.elasticsearch:elasticsearch (GHSA-gYtw-9x8 /-rmrj)
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