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Summary

CVE CVE-2020-7030

State PUBLIC

Assigner securityalerts@avaya.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-04 00:15:00 UTC

Updated 2020-06-09 19:15:00 UTC

Description A sensitive information disclosure vulnerability was discovered in the web interface component of IP Office that may potentially allow a local user to gain unauthorized access to the component. Affected versions of IP Office include: 9.x, 10.0 through 10.1.0.7 and 11.0 though 11.0.4.3.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avaya Ip Office 9.0 - All All

Application Avaya Ip Office 9.0 sp1 All All

Application Avaya Ip Office 9.0 sp10 All All

Application Avaya Ip Office 9.0 sp11 All All

Application Avaya Ip Office 9.0 sp12 All All

Application Avaya Ip Office 9.0 sp2 All All

Application Avaya Ip Office 9.0 sp3 All All

Application Avaya Ip Office 9.0 sp4 All All

Application Avaya Ip Office 9.0 sp5 All All

Application Avaya Ip Office 9.0 sp6 All All

Application Avaya Ip Office 9.0 sp7 All All

Application Avaya Ip Office 9.0 sp8 All All

Application Avaya Ip Office 9.0 sp9 All All

Application Avaya Ip Office 9.1 - All All

Application Avaya Ip Office 9.1 sp1 All All

Application Avaya Ip Office 9.1 sp10 All All

Application Avaya Ip Office 9.1 sp11 All All
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Application Avaya Ip Office 9.1 sp11 All All

Application Avaya Ip Office 9.1 sp12 All All

Application Avaya Ip Office 9.1 sp3 All All

Application Avaya Ip Office 9.1 sp4 All All

Application Avaya Ip Office 9.1 sp5 All All

Application Avaya Ip Office 9.1 sp6 All All

Application Avaya Ip Office 9.1 sp7 All All

Application Avaya Ip Office 9.1 sp8 All All

Application Avaya Ip Office 9.1 sp9 All All

Application Avaya Ip Office 9.0 - All All

Application Avaya Ip Office 9.0 sp1 All All

Application Avaya Ip Office 9.0 sp10 All All

Application Avaya Ip Office 9.0 sp11 All All

Application Avaya Ip Office 9.0 sp12 All All

Application Avaya Ip Office 9.0 sp2 All All

Application Avaya Ip Office 9.0 sp3 All All

Application Avaya Ip Office 9.0 sp4 All All

Application Avaya Ip Office 9.0 sp5 All All

Application Avaya Ip Office 9.0 sp6 All All

Application Avaya Ip Office 9.0 sp7 All All

Application Avaya Ip Office 9.0 sp8 All All

Application Avaya Ip Office 9.0 sp9 All All

Application Avaya Ip Office 9.1 - All All

Application Avaya Ip Office 9.1 sp1 All All

Application Avaya Ip Office 9.1 sp10 All All

Application Avaya Ip Office 9.1 sp11 All All

Application Avaya Ip Office 9.1 sp12 All All

Application Avaya Ip Office 9.1 sp3 All All

Application Avaya Ip Office 9.1 sp4 All All

Application Avaya Ip Office 9.1 sp5 All All

Application Avaya Ip Office 9.1 sp6 All All

Application Avaya Ip Office 9.1 sp7 All All

Application Avaya Ip Office 9.1 sp8 All All

Application Avaya Ip Office 9.1 sp9 All All

Application Avaya Ip Office All All All All

Application Avaya Ip Office All All All All
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References

Reference Source Link

ASA-2020-077 CONFIRM downloads.avaya.com

Avaya IP Office 11 Insecure Transit / Password Disclosure ≈ Packet Storm MISC packetstormsecurity.com

Full Disclosure: Avaya IP Office v9.1.8.0 - 11 Insecure Transit Password Disclosure CVE-2020-7030 FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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