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Source Priority CVE Program / NVD first with legacy fallback
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Updated 2023-11-07 03:25:00 UTC
Description In Wireshark 3.2.x before 3.2.1, the WASSP dissector could crash. This was addressed in epan/dissectors/packet-wassp.c
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Risk And Classification

Problem Types: CWE-125 | CWE-193

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Oracle Solaris 11 All All All

Application Oracle Zfs Storage Appliance Kit 8.8 All All All

Application Wireshark Wireshark All All All All

Application Wireshark Wireshark All All All All

Reference Source Link Ta

[SECURITY] Fedora 31 Update: wireshark-3.2.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 32 Update: wireshark-3.2.3-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 30 Update: wireshark-3.2.3-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
code.wireshark Code Review - wireshark.git/commit MISC code.wireshark.org Pa

[SECURITY] Fedora 30 Update: wireshark-3.2.3-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: wireshark-3.2.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/DZBICEY2HGSNQ3RPBLMDDYVAHGOGS4E2/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/XN2GMGLT5XND7U34WX3O23WKUZ7JHMVN/
https://code.wireshark.org/review/gitweb?p=wireshark.git;a=commit;h=f90a3720b73ca140403315126e2a478c4f70ca03
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[security-announce] openSUSE-SU-2020:0362-1: moderate: Security update f SUSE lists.opensuse.org

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com
16324 — [oss-fuzz] Global-buffer-overflow in dissect_wassp_sub_tlv MISC bugs.wireshark.org Ex
Wireshark - wnpa-sec-2020-01 - WASSP dissector crash MISC www.wireshark.org Ve

[SECURITY] Fedora 32 Update: wireshark-3.2.3-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

code.wireshark Code Review - wireshark.git/commit code.wireshark.org
CVE Program record CVE.ORG www.cve.org cal
NVD vulnerability detail NVD nvd.nist.gov cal
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296077 Oracle Solaris 11.4 Support Repository Update (SRU) 18.4.0 Missing (CPUJAN2020)
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