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Description In PHP versions 7.2.x below 7.2.34, 7.3.x below 7.3.23 and 7.4.x below 7.4.11, when PHP is processing incoming HTTP cc
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Risk And Classification

Problem Types: CWE-565

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 20.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 20.04 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
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Operating System Fedoraproject Fedora 31

Operating System Fedoraproject Fedora 32
Operating System Fedoraproject Fedora 33
Application Netapp Clustered Data Ontap -
Application Netapp Clustered Data Ontap -
Operating System Opensuse Leap 15.1
Operating System Opensuse Leap 15.2
Operating System Opensuse Leap 15.1
Operating System Opensuse Leap 15.2
Application Php Php All
Application Php Php All
Application Tenable Tenable.sc All
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Vendor Comments And Credit

Discovery Credit
LEGACY: Reported by fletchto99 at gmail dot com

Legacy QID Mappings

159470 Oracle Enterprise Linux Security Update for php:7.4 (ELSA-2021-4213)

239528 Red Hat Update for rh-php73-php (RHSA-2021:2992)

239829 Red Hat Update for php:7.4 security (RHSA-2021:4213)

296070 Oracle Solaris 11.4 Support Repository Update (SRU) 28.82.3 Missing (CPUOCT2020)
501140 Alpine Linux Security Update for php7

501659 Alpine Linux Security Update for php7

752878 SUSE Enterprise Linux Security Update for php7 (SUSE-SU-2022:4067-1)

752898 SUSE Enterprise Linux Security Update for php7 (SUSE-SU-2022:4069-1)

752901 SUSE Enterprise Linux Security Update for php74 (SUSE-SU-2022:4068-1)

940558 AlmaLinux Security Update for php:7.4 (ALSA-2021:4213)

960309 Rocky Linux Security Update for php:7.4 (RLSA-2021:4213)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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