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Summary

CVE CVE-2020-7138

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-19 23:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Potential remote code execution security vulnerabilities have been identified with HPE Nimble Storage systems that could be exploited by an attacker to gain elevated privileges on the array. The following NimbleOS versions, and all subsequent releases, contain a software fix for this vulnerability: 3.9.3.0 4.5.6.0 5.0.9.0 5.1.4.100

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hpe Nimbleos All All All All

Operating System Hpe Nimbleos All All All All

Operating System Hpe Nimbleos All All All All

Operating System Hpe Nimbleos All All All All

Hardware Hpe Nimble Storage Af20q All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Af20q All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Af20 All Flash Array - All All All

Hardware Hpe Nimble Storage Af20 All Flash Array - All All All

Hardware Hpe Nimble Storage Af40 All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Af40 All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Af60 All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Af60 All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Af80 All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Af80 All Flash Dual Controller - All All All

Hardware Hpe Nimble Storage Cs3000 - All All All

Hardware Hpe Nimble Storage Cs3000 - All All All

Hardware Hpe Nimble Storage Cs5000 - All All All
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Hardware Hpe Nimble Storage Cs5000 - All All All

Hardware Hpe Nimble Storage Cs5000 - All All All

Hardware Hpe Nimble Storage Cs7000 - All All All

Hardware Hpe Nimble Storage Cs7000 - All All All

Hardware Hpe Nimble Storage Secondary Flash Arrays - All All All

Hardware Hpe Nimble Storage Secondary Flash Arrays - All All All

References

Reference Source Link Tags

Document Display | HPE Support Center MISC support.hpe.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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