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Summary

CVE CVE-2020-7207

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-05 21:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description A local elevation of privilege using physical access security vulnerability was found in HPE Proliant Gen10 Servers using Intel Innovation Engine (IE). This attack requires a physical attack to the server motherboard. To mitigate this issue, ensure your server is always physically secured. HPE will not address this issue in the impacted Gen 10 servers listed. HPE recommends using appropriate physical security methods as a compensating control to disallow an attacker from having physical access to the server main circuit board.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Apollo 2000 - All All All

Hardware Hp Apollo 2000 - All All All

Operating System Hp Apollo 2000 Firmware - All All All

Operating System Hp Apollo 2000 Firmware - All All All

Hardware Hp Apollo 4200 Gen10 - All All All

Hardware Hp Apollo 4200 Gen10 - All All All

Operating System Hp Apollo 4200 Gen10 Firmware - All All All

Operating System Hp Apollo 4200 Gen10 Firmware - All All All

Hardware Hp Apollo 4500 - All All All

Hardware Hp Apollo 4500 - All All All

Operating System Hp Apollo 4500 Firmware - All All All

Operating System Hp Apollo 4500 Firmware - All All All

Hardware Hp Proliant Bl460c Gen10 - All All All

Hardware Hp Proliant Bl460c Gen10 - All All All

Operating System Hp Proliant Bl460c Gen10 Firmware - All All All

Operating System Hp Proliant Bl460c Gen10 Firmware - All All All

Hardware Hp Proliant Dl120 Gen10 - All All All
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Hardware Hp Proliant Dl120 Gen10 - All All All

Hardware Hp Proliant Dl120 Gen10 - All All All

Operating System Hp Proliant Dl120 Gen10 Firmware - All All All

Operating System Hp Proliant Dl120 Gen10 Firmware - All All All

Hardware Hp Proliant Dl160 Gen10 - All All All

Hardware Hp Proliant Dl160 Gen10 - All All All

Operating System Hp Proliant Dl160 Gen10 Firmware - All All All

Operating System Hp Proliant Dl160 Gen10 Firmware - All All All

Hardware Hp Proliant Dl180 Gen10 - All All All

Hardware Hp Proliant Dl180 Gen10 - All All All

Operating System Hp Proliant Dl180 Gen10 Firmware - All All All

Operating System Hp Proliant Dl180 Gen10 Firmware - All All All

Hardware Hp Proliant Dl360 Gen10 - All All All

Hardware Hp Proliant Dl360 Gen10 - All All All

Operating System Hp Proliant Dl360 Gen10 Firmware - All All All

Operating System Hp Proliant Dl360 Gen10 Firmware - All All All

Hardware Hp Proliant Dl380 Gen10 - All All All

Hardware Hp Proliant Dl380 Gen10 - All All All

Operating System Hp Proliant Dl380 Gen10 Firmware - All All All

Operating System Hp Proliant Dl380 Gen10 Firmware - All All All

Hardware Hp Proliant Dl560 Gen10 - All All All

Hardware Hp Proliant Dl560 Gen10 - All All All

Operating System Hp Proliant Dl560 Gen10 Firmware - All All All

Operating System Hp Proliant Dl560 Gen10 Firmware - All All All

Hardware Hp Proliant Dl580 Gen10 - All All All

Hardware Hp Proliant Dl580 Gen10 - All All All

Operating System Hp Proliant Dl580 Gen10 Firmware - All All All

Operating System Hp Proliant Dl580 Gen10 Firmware - All All All

Hardware Hp Proliant E910 - All All All

Hardware Hp Proliant E910 - All All All

Operating System Hp Proliant E910 Firmware - All All All

Operating System Hp Proliant E910 Firmware - All All All

Hardware Hp Proliant Ml110 Gen10 - All All All

Hardware Hp Proliant Ml110 Gen10 - All All All

Operating System Hp Proliant Ml110 Gen10 Firmware - All All All

Operating System Hp Proliant Ml110 Gen10 Firmware - All All All
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Hardware Hp Proliant Ml350 Gen10 - All All All

Hardware Hp Proliant Ml350 Gen10 - All All All

Operating System Hp Proliant Ml350 Gen10 Firmware - All All All

Operating System Hp Proliant Ml350 Gen10 Firmware - All All All

Hardware Hp Proliant Xl170r Gen10 - All All All

Hardware Hp Proliant Xl170r Gen10 - All All All

Operating System Hp Proliant Xl170r Gen10 Firmware - All All All

Operating System Hp Proliant Xl170r Gen10 Firmware - All All All

Hardware Hp Proliant Xl190r Gen10 - All All All

Hardware Hp Proliant Xl190r Gen10 - All All All

Operating System Hp Proliant Xl190r Gen10 Firmware - All All All

Operating System Hp Proliant Xl190r Gen10 Firmware - All All All

Hardware Hp Proliant Xl230k Gen10 - All All All

Hardware Hp Proliant Xl230k Gen10 - All All All

Operating System Hp Proliant Xl230k Gen10 Firmware - All All All

Operating System Hp Proliant Xl230k Gen10 Firmware - All All All

Hardware Hp Proliant Xl270d Gen10 - All All All

Hardware Hp Proliant Xl270d Gen10 - All All All

Operating System Hp Proliant Xl270d Gen10 Firmware - All All All

Operating System Hp Proliant Xl270d Gen10 Firmware - All All All

Hardware Hp Proliant Xl450 Gen10 - All All All

Hardware Hp Proliant Xl450 Gen10 - All All All

Operating System Hp Proliant Xl450 Gen10 Firmware - All All All

Operating System Hp Proliant Xl450 Gen10 Firmware - All All All

Hardware Hp Synergy 480 Gen10 - All All All

Hardware Hp Synergy 480 Gen10 - All All All

Operating System Hp Synergy 480 Gen10 Firmware - All All All

Operating System Hp Synergy 480 Gen10 Firmware - All All All

Hardware Hp Synergy 660 Gen10 - All All All

Hardware Hp Synergy 660 Gen10 - All All All

Operating System Hp Synergy 660 Gen10 Firmware - All All All

Operating System Hp Synergy 660 Gen10 Firmware - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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