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Summary

CVE CVE-2020-7218

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-31 13:15:00 UTC

Updated 2022-02-20 07:01:00 UTC

Description HashiCorp Nomad and Nonad Enterprise up to 0.10.2 HTTP/RPC services allowed unbounded resource usage, and were susceptible to unauthenticated denial of service. Fixed in 0.10.3.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Nomad All All All All

Application Hashicorp Nomad All All All All

Application Hashicorp Nomad All All All All

Application Hashicorp Nomad All All All All

Application Hashicorp Nomad All All All All

References

Reference Source Link

HashiCorp Blog MISC www.hashicorp.com

HTTP/RPC Unbounded Resource Usage, Susceptible to Unauthenticated DoS · Issue #7002 · hashicorp/nomad · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501640 Alpine Linux Security Update for nomad
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