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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-24 15:15:00 UTC
Updated 2023-11-07 03:25:00 UTC
Description CiphertextHeader.java in Cryptacular 1.2.3, as used in Apereo CAS and other products, allows attackers to trigger excessiv
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Communications Services Gatekeeper 7.0 All All All
Application Oracle Webcenter Sites 12.2.1.3.0 All All All
Application Oracle Webcenter Sites 12.2.1.4.0 All All All
Application Oracle Weblogic Server 12.2.1.4.0 All All All
Application Oracle Weblogic Server 14.1.1.0.0 All All All
Application Vi Cryptacular All All All All
Application Vi Cryptacular All All All All
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Upgrade cryptacular to v1.2.4 (#4685) - apereo/cas@8810f2b - GitHub
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CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

87467 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2021)

980301 Java (maven) Security Update for org.cryptacular:cryptacular (GHSA-x64g-4xx9-fh6x)
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