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DLL Search Order Hijacking Vulnerability in the installer component of McAfee Host Intrusion Prevention System (Host IPS
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Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mcafee Host Intrusion Prevention 8.0.0 - All All
Mcafee Host Intrusion Prevention 8.0.0 p1 All All
Mcafee Host Intrusion Prevention 8.0.0 p10 All All
Mcafee Host Intrusion Prevention 8.0.0 pi1 All All
Mcafee Host Intrusion Prevention 8.0.0 pi2 All All
Mcafee Host Intrusion Prevention 8.0.0 p13 All All
Mcafee Host Intrusion Prevention 8.0.0 pl4 All All
Mcafee Host Intrusion Prevention 8.0.0 p15 All All
Mcafee Host Intrusion Prevention 8.0.0 p2 All All
Mcafee Host Intrusion Prevention 8.0.0 p3 All All
Mcafee Host Intrusion Prevention 8.0.0 p4 All All
Mcafee Host Intrusion Prevention 8.0.0 p5 All All
Mcafee Host Intrusion Prevention 8.0.0 p6 All All
Mcafee Host Intrusion Prevention 8.0.0 p7 All All
Mcafee Host Intrusion Prevention 8.0.0 P8 All All
Mcafee Host Intrusion Prevention 8.0.0 P9 All All
Mcafee Host Intrusion Prevention 8.0.0 - All All
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Application Mcafee Host Intrusion Prevention 8.0.0 p1 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p10 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p11 All All
Application Mcafee Host Intrusion Prevention 8.0.0 pi2 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p13 All All
Application Mcafee Host Intrusion Prevention 8.0.0 pl4 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p15 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p2 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p3 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p4 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p5 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p6 All All
Application Mcafee Host Intrusion Prevention 8.0.0 p7 All All
Application Mcafee Host Intrusion Prevention 8.0.0 P8 All All
Application Mcafee Host Intrusion Prevention 8.0.0 P9 All All
Reference

McAfee Security Bulletin - McAfee Agent and Host Intrusion Prevention update addresses DLL Search Order Hijacking vulnerability (CVE-201
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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