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Summary

CVE CVE-2020-7352

State PUBLIC

Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-06 16:15:00 UTC

Updated 2022-08-05 19:31:00 UTC

Description The GalaxyClientService component of GOG Galaxy runs with elevated SYSTEM privileges in a Windows environment. Due to the software shipping with embedded, static RSA private key, an attacker with this key material and local user permissions can effectively send any operating system command to the service for execution in this elevated context. The service listens for such commands on a locally-bound network port, localhost:9978. A Metasploit module has been published which exploits this vulnerability. This issue affects the 2.0.x branch of the software (2.0.12 and earlier) as well as the 1.2.x branch (1.2.64 and earlier). A fix was issued for the 2.0.x branch of the affected software.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gog Galaxy All All All All

Application Gog Galaxy All All All All

References

Reference Source Link

GOG Galaxy Client Privilege Escalation Module by jtesta · Pull Request #13444 · rapid7/metasploit-framework · GitHub MISC github.com

Positron Security MISC www.positronsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was discovered and reported to Rapid7 by Joe Testa via the Metasploit
Framework.

There are currently no legacy QID mappings associated with this CVE.
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