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Summary

CVE CVE-2020-7355

State PUBLIC

Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-25 18:15:00 UTC

Updated 2020-07-06 18:00:00 UTC

Description Cross-site Scripting (XSS) vulnerability in the 'notes' field of a discovered scan asset in Rapid7 Metasploit Pro allows an attacker with a specially-crafted network service of a scan target store an XSS sequence in the Metasploit Pro console, which will trigger when the operator views the record of that scanned host in the Metasploit Pro interface. This issue affects Rapid7 Metasploit Pro version 4.17.1-20200427 and prior versions, and is fixed in Metasploit Pro version 4.17.1-20200514. See also CVE-2020-7354, which describes a similar issue, but involving the generated 'host' field of a discovered scan asset.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rapid7 Metasploit All All All All

Application Rapid7 Metasploit 4.17.1 - All All

Application Rapid7 Metasploit 4.17.1 20170221 All All

Application Rapid7 Metasploit 4.17.1 20170323 All All

Application Rapid7 Metasploit 4.17.1 20170405 All All

Application Rapid7 Metasploit 4.17.1 20170419 All All

Application Rapid7 Metasploit 4.17.1 20170510 All All

Application Rapid7 Metasploit 4.17.1 20170518 All All

Application Rapid7 Metasploit 4.17.1 20170530 All All

Application Rapid7 Metasploit 4.17.1 20170613 All All

Application Rapid7 Metasploit 4.17.1 20170627 All All

Application Rapid7 Metasploit 4.17.1 20170718 All All

Application Rapid7 Metasploit 4.17.1 20170731 All All

Application Rapid7 Metasploit 4.17.1 20170816 All All

Application Rapid7 Metasploit 4.17.1 20170828 All All

Application Rapid7 Metasploit 4.17.1 20170914 All All

Application Rapid7 Metasploit 4.17.1 20170926 All All
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Application Rapid7 Metasploit 4.17.1 20171129 All All

Application Rapid7 Metasploit 4.17.1 20171206 All All

Application Rapid7 Metasploit 4.17.1 20171220 All All

Application Rapid7 Metasploit 4.17.1 20180108 All All

Application Rapid7 Metasploit 4.17.1 20180124 All All

Application Rapid7 Metasploit 4.17.1 20180206 All All

Application Rapid7 Metasploit 4.17.1 20180301 All All

Application Rapid7 Metasploit 4.17.1 20180312 All All

Application Rapid7 Metasploit 4.17.1 20180327 All All

Application Rapid7 Metasploit 4.17.1 20180410 All All

Application Rapid7 Metasploit 4.17.1 20180501 All All

Application Rapid7 Metasploit 4.17.1 20180511 All All
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Application Rapid7 Metasploit 4.17.1 20180618 All All
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Application Rapid7 Metasploit 4.17.1 20180716 All All
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LEGACY: Andrea Valenza at the University of Genoa discovered and reported this issue to
Rapid7

There are currently no legacy QID mappings associated with this CVE.
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