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Certain versions of Free Pdf Editor from Documalis contain the
following vulnerability:

Documalis Free PDF Editor version 5.7.2.26 and Documalis Free PDF
Scanner version 5.7.2.122 do not appropriately validate the contents of
JPEG images contained within a PDF. Attackers can exploit this
vulnerability to trigger a buffer overflow on the stack and gain remote
code execution as the user running the Documalis Free PDF Editor or

Documalis Free PDF Scanner software.

CVSS3 Score: 7.8 - HIGH
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CVE References

CVE-2020-7374 has been assigned by  cve@rapid7.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Documalis - Free PDF Editor version = 5.7.2.26

Affected Vendor/Software:  Documalis - Free PDF Scanner version = 5.7.2.122
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https://cve.report/CVE-2020-7374/cve_org
https://cve.report/CVE-2020-7374.pdf
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http://cve.report/vendor/documalis
http://cve.report/cvsscalc.php
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← Previous ID Next ID→

Description Tags Link

Add Documalis Free PDF Editor and Scanner Windows file format exploit by
metacom27 · Pull Request #13517 · rapid7/metasploit-framework · GitHub

Exploit

Issue Tracking

Patch

Third Party Advisory

github.com

text/html

 MISC
github.com/rapid7/metasploit-
framework/pull/13517

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Documalis Free Pdf Editor 5.7.2.26 All All All

Application Documalis Free Pdf Editor 5.7.2.26 All All All

Application Documalis Free Pdf Scanner 5.7.2.122 All All All

Application Documalis Free Pdf Scanner 5.7.2.122 All All All

Discovery Credit

This issue was discovered and reported by metacom27.

© CVE.report 2023   |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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