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CVE CVE-2020-7388
State PUBLIC
Assigner cve@rapid7.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-22 19:15:00 UTC
Updated 2021-08-09 17:33:00 UTC
Description Sage X3 Unauthenticated Remote Command Execution (RCE) as SYSTEM in AdxDSrv.exe component. By editing the clie
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Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sage Adxadmin All All All All

Application Sage X3 11.0 All All All

Application Sage X3 12.0 All All All

Application Sage X3 9.0 All All All

Application Sage X3 Hr Payroll 9.0 All All All

Reference Source Link

404 Page Not Found MISC rapid7.com
CVE-2020-7387..7390: Multiple Sage X3 Vulnerabilities | Rapid7 Blog MISC www.rapid7.c

Sage X3 Latest Patches - Sage X3 UK Announcements, News, and Alerts - Sage X3 UK - Sage City Community =~ CONFIRM www.sagecit'
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit

LEGACY: Jonathan Peterson, Aaron Herndon, Cale Black, Ryan Villarrea, and William Vu, all


https://cve.report/
https://cve.report/CVE-2020-7388/mitre
https://cve.report/CVE-2020-7388/nist
https://cve.report/CVE-2020-7388/cve_org
https://cve.report/CVE-2020-7388.pdf
http://cve.report/vendor/sage
http://cve.report/software/sage/adxadmin
http://cve.report/vendor/sage
http://cve.report/software/sage/x3
http://cve.report/vendor/sage
http://cve.report/software/sage/x3
http://cve.report/vendor/sage
http://cve.report/software/sage/x3
http://cve.report/vendor/sage
http://cve.report/software/sage/x3_hr__payroll
https://rapid7.com/blog/post/2021/07/07/sage-x3-multiple-vulnerabilities-fixed
https://www.rapid7.com/blog/post/2021/07/07/cve-2020-7387-7390-multiple-sage-x3-vulnerabilities/
https://www.sagecity.com/gb/sage-x3-uk/f/sage-x3-uk-announcements-news-and-alerts/147993/sage-x3-latest-patches
https://www.cve.org/CVERecord?id=CVE-2020-7388
https://nvd.nist.gov/vuln/detail/CVE-2020-7388

of Rapid7

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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