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CVE CVE-2020-7471
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-02-03 12:15:00 UTC
Updated 2023-11-07 03:26:00 UTC
Description Django 1.11 before 1.11.28, 2.2 before 2.2.10, and 3.0 before 3.0.3 allows SQL Injection if untrusted data is used as a Strir

1|

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Djangoproject Django All All All
Application Djangoproject Django All All All

Language

All

All

References

Reference

oss-security - Django 3.0.3, 2.2.10 and 1.11.28: CVE-2020-7471: Potential SQL injection via ~"StringAgg(delimiter)™
[SECURITY] Fedora 32 Update: python-django-3.0.7-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: python-django-3.0.7-1.fc32 - package-announce - Fedora Mailing-Lists
USN-4264-1: Django vulnerability | Ubuntu security notices | Ubuntu

Google Groups

Django security releases issued: 3.0.3, 2.2.10, and 1.11.28 | Weblog | Django

Fixed CVE-2020-7471 -- Properly escaped StringAgg(delimiter) parameter. - django/django@eb31d84 - GitHub
Django: Multiple vulnerabilities (GLSA 202004-17) — Gentoo security

CVE-2020-7471 Django Vulnerability in NetApp Products | NetApp Product Security

Archive of security issues | Django documentation | Django

Bugtrag: [SECURITY] [DSA 4629-1] python-django security update
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https://cve.report/CVE-2020-7471.pdf
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://www.openwall.com/lists/oss-security/2020/02/03/1
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4A2AP4T7RKPBCLTI2NNQG3T6MINDUUMZ/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4A2AP4T7RKPBCLTI2NNQG3T6MINDUUMZ/
https://usn.ubuntu.com/4264-1/
https://groups.google.com/forum/#%2521topic/django-announce/X45S86X5bZI
https://www.djangoproject.com/weblog/2020/feb/03/security-releases/
https://github.com/django/django/commit/eb31d845323618d688ad429479c6dda973056136
https://security.gentoo.org/glsa/202004-17
https://security.netapp.com/advisory/ntap-20200221-0006/
https://docs.djangoproject.com/en/3.0/releases/security/
https://seclists.org/bugtraq/2020/Feb/30
https://groups.google.com/forum/#!topic/django-announce/X45S86X5bZI

Debian -- Security Information -- DSA-4629-1 python-django DEBIAN www.debi
oss-security - Django 3.0.3, 2.2.10 and 1.11.28: CVE-2020-7471: Potential SQL injection via “~StringAgg(delimiter)” CONFIRM  www.ope
CVE Program record CVE.ORG  www.cve.

NVD vulnerability detail NVD nvd.nist.g
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
500577 Alpine Linux Security Update for py3-django
505293 Alpine Linux Security Update for py3-django

981594 Python (pip) Security Update for django (GHSA-hmr4-m2h5-33gx)
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