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Summary

CVE CVE-2020-7475

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-23 19:15:00 UTC

Updated 2022-02-03 16:10:00 UTC

Description A CWE-74: Improper Neutralization of Special Elements in Output Used by a Downstream Component ('Injection'), reflective DLL, vulnerability exists in EcoStruxure Control Expert (all versions prior to 14.1 Hot Fix), Unity Pro (all versions), Modicon M340 (all versions prior to V3.20), Modicon M580 (all versions prior to V3.10), which, if exploited, could allow attackers to transfer malicious code to the controller.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Ecostruxure Control Expert All All All All

Hardware Schneider-electric Modicon M340 - All All All

Hardware Schneider-electric Modicon M340 - All All All

Operating System Schneider-electric Modicon M340 Firmware All All All All

Operating System Schneider-electric Modicon M340 Firmware All All All All

Hardware Schneider-electric Modicon M580 - All All All

Hardware Schneider-electric Modicon M580 - All All All

Operating System Schneider-electric Modicon M580 Firmware All All All All

Operating System Schneider-electric Modicon M580 Firmware All All All All

Application Schneider-electric Unity Pro All All All All

Application Schneider-electric Unity Pro All All All All

Application Se Ecostruxure Control Expert All All All All

Hardware Se Modicon M340 - All All All

References

Reference Source

Security Notification - Modicon Controllers, EcoStruxure™ Control Expert and Unity Pro Programming Software (V2.0) | Schneider Electric MISC

https://cve.report/
https://cve.report/CVE-2020-7475/mitre
https://cve.report/CVE-2020-7475/nist
https://cve.report/CVE-2020-7475/cve_org
https://cve.report/CVE-2020-7475.pdf
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ecostruxure_control_expert
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m340
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m340
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m340_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m340_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m580
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m580
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m580_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m580_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/unity_pro
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/unity_pro
http://cve.report/vendor/se
http://cve.report/software/se/ecostruxure_control_expert
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m340
http://www.se.com/ww/en/download/document/SEVD-2020-080-01


CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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