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A CWE-74: Improper Neutralization of Special Elements in Output Used by a Downstream Component ('Injection’), reflectiv

| 1|

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Application
Application
Application

Hardware

Vendor Product Version Update Edition Language
Schneider-electric Ecostruxure Control Expert All All All All
Schneider-electric Modicon M340 - All All All
Schneider-electric Modicon M340 - All All All
Schneider-electric Modicon M340 Firmware All All All All
Schneider-electric Modicon M340 Firmware All All All All
Schneider-electric Modicon M580 - All All All
Schneider-electric Modicon M580 - All All All
Schneider-electric Modicon M580 Firmware All All All All
Schneider-electric Modicon M580 Firmware All All All All
Schneider-electric Unity Pro All All All All
Schneider-electric Unity Pro All All All All
Se Ecostruxure Control Expert All All All All
Se Modicon M340 - All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590780 Schneider Electric Modicon M340 Modicon M580 Vulnerability (SEVD-2020-080-01)
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