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CVE CVE-2020-7488
State PUBLIC
Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-22 19:15:00 UTC
Updated 2022-02-03 16:12:00 UTC
Description A CWE-319: Cleartext Transmission of Sensitive Information vulnerability exists which could leak sensitive information tran:

/

Risk And Classification

Problem Types: CWE-319
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Type

Application
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Application
Application
Application
Application
Hardware
Hardware
Operating System

Operating System

Vendor

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Schneider-electric

Se

Se

Se

Se

Se

Se

Product

Ecostruxure Machine Expert
Modicon M218

Modicon M218 Firmware
Modicon M241

Modicon M241 Firmware
Modicon M251

Modicon M251 Firmware
Modicon M258

Modicon M258 Firmware
Somachine

Somachine Motion
Ecostruxure Machine Expert
Ecostruxure Machine Expert
Modicon M218

Modicon M218

Modicon M218 Firmware

Modicon M218 Firmware

Version

All

All

All

All

All

All

All

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


https://cve.report/
https://cve.report/CVE-2020-7488/mitre
https://cve.report/CVE-2020-7488/nist
https://cve.report/CVE-2020-7488/cve_org
https://cve.report/CVE-2020-7488.pdf
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ecostruxure_machine_expert
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m218
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m218_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m241
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m241_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m251
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m251_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m258
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/modicon_m258_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/somachine
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/somachine_motion
http://cve.report/vendor/se
http://cve.report/software/se/ecostruxure_machine_expert
http://cve.report/vendor/se
http://cve.report/software/se/ecostruxure_machine_expert
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m218
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m218
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m218_firmware
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m218_firmware

Hardware Se Modicon M241 - All All All
Hardware Se Modicon M241 - All All All
Operating System Se Modicon M241 Firmware All All All All
Operating System Se Modicon M241 Firmware All All All All
Hardware Se Modicon M251 - All All All
Hardware Se Modicon M251 - All All All
Operating System Se Modicon M251 Firmware All All All All
Operating System Se Modicon M251 Firmware All All All All
Hardware Se Modicon M258 - All All All
Hardware Se Modicon M258 - All All All
Operating System Se Modicon M258 Firmware All All All All
Operating System Se Modicon M258 Firmware All All All All
Application Se Somachine All All All All
Application Se Somachine All All All All
Application Se Somachine Motion All All All All
Application Se Somachine Motion All All All All
Reference

Security Notification - Modicon M218/M241/M251/M258 Logic Controllers, SoMachine/SoMachine Motion, and EcoStruxure™ Machine Exper
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/se
http://cve.report/software/se/modicon_m241
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m241
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m241_firmware
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m241_firmware
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m251
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m251
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m251_firmware
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m251_firmware
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m258
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m258
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m258_firmware
http://cve.report/vendor/se
http://cve.report/software/se/modicon_m258_firmware
http://cve.report/vendor/se
http://cve.report/software/se/somachine
http://cve.report/vendor/se
http://cve.report/software/se/somachine
http://cve.report/vendor/se
http://cve.report/software/se/somachine_motion
http://cve.report/vendor/se
http://cve.report/software/se/somachine_motion
https://www.se.com/ww/en/download/document/SEVD-2020-105-02
https://www.cve.org/CVERecord?id=CVE-2020-7488
https://nvd.nist.gov/vuln/detail/CVE-2020-7488
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-7488
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


