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Summary

CVE CVE-2020-7488

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-22 19:15:00 UTC

Updated 2022-02-03 16:12:00 UTC

Description A CWE-319: Cleartext Transmission of Sensitive Information vulnerability exists which could leak sensitive information transmitted between the software and the Modicon M218, M241, M251, and M258 controllers.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Ecostruxure Machine Expert All All All All

Hardware Schneider-electric Modicon M218 - All All All

Operating System Schneider-electric Modicon M218 Firmware All All All All

Hardware Schneider-electric Modicon M241 - All All All

Operating System Schneider-electric Modicon M241 Firmware All All All All

Hardware Schneider-electric Modicon M251 - All All All

Operating System Schneider-electric Modicon M251 Firmware All All All All

Hardware Schneider-electric Modicon M258 - All All All

Operating System Schneider-electric Modicon M258 Firmware All All All All

Application Schneider-electric Somachine All All All All

Application Schneider-electric Somachine Motion All All All All

Application Se Ecostruxure Machine Expert All All All All

Application Se Ecostruxure Machine Expert All All All All

Hardware Se Modicon M218 - All All All

Hardware Se Modicon M218 - All All All

Operating System Se Modicon M218 Firmware All All All All

Operating System Se Modicon M218 Firmware All All All All
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Operating System Se Modicon M218 Firmware All All All All

Hardware Se Modicon M241 - All All All

Hardware Se Modicon M241 - All All All

Operating System Se Modicon M241 Firmware All All All All

Operating System Se Modicon M241 Firmware All All All All

Hardware Se Modicon M251 - All All All

Hardware Se Modicon M251 - All All All

Operating System Se Modicon M251 Firmware All All All All

Operating System Se Modicon M251 Firmware All All All All

Hardware Se Modicon M258 - All All All

Hardware Se Modicon M258 - All All All

Operating System Se Modicon M258 Firmware All All All All

Operating System Se Modicon M258 Firmware All All All All

Application Se Somachine All All All All

Application Se Somachine All All All All

Application Se Somachine Motion All All All All

Application Se Somachine Motion All All All All

References

Reference

Security Notification - Modicon M218/M241/M251/M258 Logic Controllers, SoMachine/SoMachine Motion, and EcoStruxure™ Machine Expert | Schneider Electric

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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