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Summary

CVE CVE-2020-7544

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-19 22:15:00 UTC

Updated 2022-01-31 19:33:00 UTC

Description A CWE-269 Improper Privilege Management vulnerability exists in EcoStruxureª Operator Terminal Expert runtime (Vijeo XD) that could cause privilege escalation on the workstation when interacting directly with a driver installed by the runtime software of EcoStruxureª Operator Terminal Expert.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Operator Terminal Expert Runtime All All All All

Application Schneider-electric Operator Terminal Expert Runtime 3.1 - All All

Application Schneider-electric Operator Terminal Expert Runtime 3.1 service_pack_1a All All

Application Se Operator Terminal Expert Runtime All All All All

Application Se Operator Terminal Expert Runtime 3.1 - All All

Application Se Operator Terminal Expert Runtime 3.1 service_pack_1a All All

Application Se Operator Terminal Expert Runtime All All All All

Application Se Operator Terminal Expert Runtime 3.1 - All All

Application Se Operator Terminal Expert Runtime 3.1 service_pack_1a All All

References

Reference Source

Security Notification - EcoStruxure™ Operator Terminal Expert (Vijeo XD), Pro-face BLUE and WinGP runtime (V2.0) | Schneider Electric MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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