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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2020-7562

PUBLIC
cybersecurity@schneider-electric.com

CVE Program / NVD first with legacy fallback
2020-11-18 14:15:00 UTC

2020-12-02 21:12:00 UTC

A CWE-125: Out-of-Bounds Read vulnerability exists in the Web Server on Modicon M340, Modicon Quantum and Modicor

Risk And Classification

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)
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Schneider-electric ~ Modicon M340 Bmx Noc 0401 - All All All
Schneider-electric Modicon M340 Bmx Noc 0401 - All All All
Schneider-electric Modicon M340 Bmx Noc 0401 Firmware All All All All
Schneider-electric ~ Modicon M340 Bmx Noc 0401 Firmware All All All All
Schneider-electric Modicon M340 Bmx Noe 0100 - All All All
Schneider-electric ~ Modicon M340 Bmx Noe 0100 - All All All
Schneider-electric Modicon M340 Bmx Noe 0100h - All All All
Schneider-electric ~ Modicon M340 Bmx Noe 0100h - All All All
Schneider-electric Modicon M340 Bmx Noe 0100h Firmware All All All All
Schneider-electric ~ Modicon M340 Bmx Noe 0100h Firmware All All All All
Schneider-electric Modicon M340 Bmx Noe 0100 Firmware All All All All
Schneider-electric ~ Modicon M340 Bmx Noe 0100 Firmware All All All All
Schneider-electric Modicon M340 Bmx Noe 0110 - All All All
Schneider-electric ~ Modicon M340 Bmx Noe 0110 - All All All
Schneider-electric Modicon M340 Bmx Noe 0110h - All All All
Schneider-electric ~ Modicon M340 Bmx Noe 0110h - All All All
Schneider-electric Modicon M340 Bmx Noe 0110h Firmware All All All All
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Legacy QID Mappings

590469 Schneider Electric Web Server on Modicon M340 Multiple Vulnerabilities (ICSA-21-005-01)
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