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Summary

CVE CVE-2020-7685

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-28 17:15:00 UTC

Updated 2023-03-02 15:27:00 UTC

Description This affects all versions of package UmbracoForms. When using the default configuration for upload forms, it is possible to upload arbitrary file types. The package offers a way for users to mitigate the issue. The users of this package can create a custom workflow and frontend validation that blocks certain file types, depending on their security needs and policies.

Risk And Classification

Problem Types: CWE-1188

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Umbraco Umbracoforms All All All All

Application Umbraco Umbracoforms All All All All

Application Umbraco Umbraco Forms All All All All

References

Reference Source Link Tags

Insecure Defaults in umbracoforms | Snyk CONFIRM snyk.io Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Adrian Gigliotti from Shearwater Solutions

Legacy QID Mappings

980734 Dotnet (nuget) Security Update for UmbracoForms (GHSA-8m73-w2r2-6xxj)

https://cve.report/
https://cve.report/CVE-2020-7685/mitre
https://cve.report/CVE-2020-7685/nist
https://cve.report/CVE-2020-7685/cve_org
https://cve.report/api/cve/CVE-2020-7685.json
https://cve.report/CVE-2020-7685.pdf
http://cve.report/vendor/umbraco
http://cve.report/software/umbraco/umbracoforms
http://cve.report/vendor/umbraco
http://cve.report/software/umbraco/umbracoforms
http://cve.report/vendor/umbraco
http://cve.report/software/umbraco/umbraco_forms
https://snyk.io/vuln/SNYK-DOTNET-UMBRACOFORMS-595765
https://www.cve.org/CVERecord?id=CVE-2020-7685
https://nvd.nist.gov/vuln/detail/CVE-2020-7685
http://cve.report/qid/980734
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