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Summary

CVE CVE-2020-7696

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-17 10:15:00 UTC

Updated 2020-07-22 17:42:00 UTC

Description This affects all versions of package react-native-fast-image. When an image with source={{uri: "...", headers: { host: "somehost.com", authorization: "..." }} is loaded, all other subsequent images will use the same headers, this can lead to signing credentials or other session tokens being leaked to other servers.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application React-native-fast-image Project React-native-fast-image All All All All

Application React-native-fast-image Project React-native-fast-image All All All All

References

Reference

[iOS] Headers for one request are sent for all subsequent requests, even if no headers specified · Issue #690 · DylanVann/react-native-fast-image · GitHub

feat(ios): allow for for per-image-request-headers by dreampiggy · Pull Request #691 · DylanVann/react-native-fast-image · GitHub

Information Exposure in react-native-fast-image | Snyk

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: Andrei Alecu

Legacy QID Mappings

982582 Nodejs (npm) Security Update for react-native-fast-image (GHSA-6xhg-q9c8-rj32)
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