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Summary

CVE CVE-2020-7712

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-30 08:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description This affects the package json before 10.0.0. It is possible to inject arbritary commands using the parseLookup function.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Joyent Json All All All All

Application Joyent Json All All All All

Application Oracle Commerce Guided Search 11.3.2 All All All

Application Oracle Financial Services Crime And Compliance Management Studio 8.0.8.2.0 All All All

Application Oracle Financial Services Crime And Compliance Management Studio 8.0.8.3.0 All All All

Application Oracle Financial Services Regulatory Reporting With Agilereporter 8.0.9.6.3 All All All

Application Oracle Timesten In-memory Database All All All All

References

Reference Source Link

Invalid vulnerability MISC snyk.io

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Command Injection in org.webjars.npm:json | Snyk MISC snyk.io

https://cve.report/
https://cve.report/CVE-2020-7712/mitre
https://cve.report/CVE-2020-7712/nist
https://cve.report/CVE-2020-7712/cve_org
https://cve.report/CVE-2020-7712.pdf
http://cve.report/vendor/joyent
http://cve.report/software/joyent/json
http://cve.report/vendor/joyent
http://cve.report/software/joyent/json
http://cve.report/vendor/oracle
http://cve.report/software/oracle/commerce_guided_search
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_crime_and_compliance_management_studio
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_crime_and_compliance_management_studio
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_regulatory_reporting_with_agilereporter
http://cve.report/vendor/oracle
http://cve.report/software/oracle/timesten_in-memory_database
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARS-608932
https://lists.apache.org/thread.html/ra890c24b3d90be36daf48ae76b263acb297003db24c1122f8e4aaef2%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r37c0e1807da7ff2bdd028bbe296465a6bbb99e2320dbe661d5d8b33b%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r9c6d28e5b9a9b3481b7d1f90f1c2f75cd1a5ade91038426e0fb095da%2540%253Cdev.flink.apache.org%253E
https://lists.apache.org/thread.html/r977a907ecbedf87ae5ba47d4c77639efb120f74d4d1b3de14a4ef4da%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/rb023d54a46da1ac0d8969097f5fecc79636b07d3b80db7b818a5c55c%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rb2b981912446a74e14fe6076c4b7c7d8502727ea0718e6a65a9b1be5@%253Cissues.zookeeper.apache.org%253E


Command Injection in org.webjars.npm:json | Snyk MISC snyk.io

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Command Injection · Issue #144 · trentm/json · GitHub MISC github.com

Pony Mail! MLIST lists.apache.org

Command Injection in json | Snyk MISC snyk.io

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

BREAKING CHANGE: limit syntax for bracketed lookup strings to fix vuln by trentm · Pull Request #145 · trentm/json · GitHub MISC github.com
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Pony Mail! MLIST lists.apache.org
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Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: po6ix
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https://lists.apache.org/thread.html/rec8bb4d637b04575da41cfae49118e108e95d43bfac39b7b698ee4db%2540%253Cissues.zookeeper.apache.org%253E
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Legacy QID Mappings
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