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Summary

CVE CVE-2020-7733

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-16 14:15:00 UTC

Updated 2022-10-07 18:37:00 UTC

Description The package ua-parser-js before 0.7.22 are vulnerable to Regular Expression Denial of Service (ReDoS) via the regex for Redmi Phones and Mi Pad Tablets UA.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Oracle Communications Cloud Native Core Network Function Cloud Native Environment 1.7.0 All All

Application Ua-parser-js Project Ua-parser-js All All All

Application Ua-parser-js Project Ua-parser-js All All All

References

Reference Source Link Tags

Regular Expression Denial of Service (ReDoS) in org.webjars.npm:ua-parser-js | Snyk CONFIRM snyk.io Exploit, Third Party Advisory

Fix potential ReDoS vulnerability · faisalman/ua-parser-js@233d3ba · GitHub CONFIRM github.com Patch, Third Party Advisory

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

Regular Expression Denial of Service (ReDoS) in ua-parser-js | Snyk CONFIRM snyk.io Exploit, Third Party Advisory

Regular Expression Denial of Service (ReDoS) in org.webjars.bowergithub.faisalman:ua-parser-js | Snyk CONFIRM snyk.io Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Yeting Li

https://cve.report/
https://cve.report/CVE-2020-7733/mitre
https://cve.report/CVE-2020-7733/nist
https://cve.report/CVE-2020-7733/cve_org
https://cve.report/CVE-2020-7733.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_cloud_native_core_network_function_cloud_native_environment
http://cve.report/vendor/ua-parser-js_project
http://cve.report/software/ua-parser-js_project/ua-parser-js
http://cve.report/vendor/ua-parser-js_project
http://cve.report/software/ua-parser-js_project/ua-parser-js
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-674665
https://github.com/faisalman/ua-parser-js/commit/233d3bae22a795153a7e6638887ce159c63e557d
https://www.oracle.com//security-alerts/cpujul2021.html
https://snyk.io/vuln/SNYK-JS-UAPARSERJS-610226
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSBOWERGITHUBFAISALMAN-674666
https://www.cve.org/CVERecord?id=CVE-2020-7733
https://nvd.nist.gov/vuln/detail/CVE-2020-7733
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Legacy QID Mappings
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