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CVE CVE-2020-7735

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-25 12:15:00 UTC

Updated 2020-09-30 14:37:00 UTC

Description The package ng-packagr before 10.1.1 are vulnerable to Command Injection via the stylelncludePaths option.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ng-packagr Project Ng-packagr All All All All
Application Ng-packagr Project Ng-packagr All All All All
Reference Source Link
Command Injection in ng-packagr | Snyk CONFIRM  snyk.io

fix: replace execFile with execFileSync to fix a potential malicious ... - ng-packagr/ng-packagr@bda0fff - GitHub ~ CONFIRM  github.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

|

Vendor Comments And Credit

Discovery Credit
LEGACY: Snyk Security Team

Legacy QID Mappings

980531 Nodejs (npm) Security Update for ng-packagr (GHSA-gm28-7hqv-wg5j)
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