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Description

/

CVE-2020-7752

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2020-7752

PUBLIC

report@snyk.io

CVE Program / NVD first with legacy fallback
2020-10-26 17:15:00 UTC

2021-07-21 11:39:00 UTC

This affects the package systeminformation before 4.27.11. This package is vulnerable to Command Injection. The attacker

| 1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Systeminformation Systeminformation All All All All
Systeminformation Systeminformation All All All All

References

/]

Reference Source Link Te
systeminformation/internet.js at master - sebhildebrandt/systeminformation - GitHub CONFIRM github.com B
Command Injection in systeminformation | Snyk CONFIRM  snyk.io B

inetChecksite() fixed vulnerability: command injection - sebhildebrandt/systeminformation@931feca - GitHub CONFIRM  github.com Pe
CVE Program record CVE.ORG www.cve.org ca

NVD vulnerability detail NVD nvd.nist.gov  ca

Vendor Comments And Credit

Discovery Credit
LEGACY: EffectRenan

Legacy QID Mappings

980482 Nodeis (nom) Securitv Undate for svsteminformation (GHSA-94xh-2fmc-xf5i)


https://cve.report/
https://cve.report/CVE-2020-7752/mitre
https://cve.report/CVE-2020-7752/nist
https://cve.report/CVE-2020-7752/cve_org
https://cve.report/api/cve/CVE-2020-7752.json
https://cve.report/CVE-2020-7752.pdf
http://cve.report/vendor/systeminformation
http://cve.report/software/systeminformation/systeminformation
http://cve.report/vendor/systeminformation
http://cve.report/software/systeminformation/systeminformation
https://github.com/sebhildebrandt/systeminformation/blob/master/lib/internet.js
https://snyk.io/vuln/SNYK-JS-SYSTEMINFORMATION-1021909
https://github.com/sebhildebrandt/systeminformation/commit/931fecaec2c1a7dcc10457bb8cd552d08089da61
https://www.cve.org/CVERecord?id=CVE-2020-7752
https://nvd.nist.gov/vuln/detail/CVE-2020-7752
http://cve.report/qid/980482
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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