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Summary

CVE CVE-2020-7753

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-27 09:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description All versions of package trim are vulnerable to Regular Expression Denial of Service (ReDoS) via trim().

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trim Project Trim All All All All

Application Trim Project Trim All All All All

References

Reference

Pony Mail!

github.com/component/trim/blob/master/index.js%23L6

[airflow-commits] 20210511 [GitHub] [airflow] kaxil opened a new pull request #15782: Bump ``trim`` to fix ``CVE-2020-7753``

Pony Mail!

Regular Expression Denial of Service (ReDoS) in trim | Snyk

trim/index.js at master · component/trim · GitHub

[airflow-commits] 20210511 [GitHub] [airflow] ryanahamilton commented on pull request #15782: Bump ``trim`` to fix ``CVE-2020-7753``

Regular Expression Denial of Service (ReDoS) in org.webjars.npm:trim | Snyk

[airflow-commits] 20210511 [GitHub] [airflow] github-actions[bot] commented on pull request #15782: Bump ``trim`` to fix ``CVE-2020-7753``

[airflow-commits] 20210511 [GitHub] [airflow] ryanahamilton closed pull request #15782: Bump ``trim`` to fix ``CVE-2020-7753``

Pony Mail!

[airflow-commits] 20210511 [GitHub] [airflow] kaxil closed pull request #15782: Bump ``trim`` to fix ``CVE-2020-7753``

Pony Mail!

https://cve.report/
https://cve.report/CVE-2020-7753/mitre
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https://cve.report/CVE-2020-7753/cve_org
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http://cve.report/software/trim_project/trim
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https://github.com/component/trim/blob/master/index.js%2523L6
https://lists.apache.org/thread.html/r75b8d0b88833d7d96afcdce3ead65e212572ead4e7a9f34d21040196%2540%253Ccommits.airflow.apache.org%253E
https://lists.apache.org/thread.html/r51ff3c2a4c7b8402f321eae7e624672cc2295c7bc8c12c8b871f6b0b@%253Ccommits.airflow.apache.org%253E
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https://lists.apache.org/thread.html/r10faad1ef9166d37a1a5c9142b1af7099b8ecdc5ad05c51b8ea993d9%2540%253Ccommits.airflow.apache.org%253E
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https://lists.apache.org/thread.html/rb8462df3b6484e778905c09cd49a8912e1a302659860017ebe36da03%2540%253Ccommits.airflow.apache.org%253E
https://lists.apache.org/thread.html/rcc7c2865a52b544a8e49386c6880e9b9ab29bfce1052b5569d09ee4a%2540%253Ccommits.airflow.apache.org%253E
https://lists.apache.org/thread.html/r10faad1ef9166d37a1a5c9142b1af7099b8ecdc5ad05c51b8ea993d9@%253Ccommits.airflow.apache.org%253E
https://lists.apache.org/thread.html/r51ff3c2a4c7b8402f321eae7e624672cc2295c7bc8c12c8b871f6b0b%2540%253Ccommits.airflow.apache.org%253E


Pony Mail!

Pony Mail!

trim/index.js at master · component/trim · GitHub

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: Liyuan Chen

Legacy QID Mappings
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378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

754116 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2023:2578-1)

755764 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2024:0487-1)

982596 Nodejs (npm) Security Update for trim (GHSA-w5p7-h5w8-2hfq)
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