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Summary

CVE CVE-2020-7762

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-05 13:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description This affects the package jsreport-chrome-pdf before 1.10.0.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jsreport Jsreport-chrome-pdf All All All All

Application Jsreport Jsreport-chrome-pdf All All All All

References

Reference Source Link Tags

block file requests · jsreport/jsreport-chrome-pdf@6750b2f · GitHub MISC github.com Third Party Advisory

Arbitrary File Read in jsreport-chrome-pdf | Snyk MISC snyk.io Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Anand Namana

Legacy QID Mappings

981832 Nodejs (npm) Security Update for jsreport-chrome-pdf (GHSA-934w-hvj4-7fr6)

https://cve.report/
https://cve.report/CVE-2020-7762/mitre
https://cve.report/CVE-2020-7762/nist
https://cve.report/CVE-2020-7762/cve_org
https://cve.report/api/cve/CVE-2020-7762.json
https://cve.report/CVE-2020-7762.pdf
http://cve.report/vendor/jsreport
http://cve.report/software/jsreport/jsreport-chrome-pdf
http://cve.report/vendor/jsreport
http://cve.report/software/jsreport/jsreport-chrome-pdf
https://github.com/jsreport/jsreport-chrome-pdf/commit/6750b2f77d05cb843aefc1c4a98097a3bd33a6a2
https://snyk.io/vuln/SNYK-JS-JSREPORTCHROMEPDF-1037310
https://www.cve.org/CVERecord?id=CVE-2020-7762
https://nvd.nist.gov/vuln/detail/CVE-2020-7762
http://cve.report/qid/981832
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