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savnncrrrnunsucnnanerreor Gertain versions of Find—my—way from Find—my—way Project contain the
' following vulnerability:

This affects the package find-my-way before 2.2.5, from 3.0.0 and
before 3.0.5. It accepts the Accept-Version' header by default, and if
versioned routes are not being used, this could lead to a denial of
service. Accept-Version can be used as an unkeyed header in a cache
poisoning attack.

CVE-2020-7764 has been assigned by (g report@snyk.io to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ [ NONE |

CVE References

Description Tags Link
Enable versioning on demand (#172) - delvedor/find- [ Patch | ) MISC github.com/delvedor/find-my-
my-way@ab40835 - GitHub way/commit/ab408354690e6b9cf3c4724befb3b3fadbb90aac

github.com
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Web Cache Poisoning in find-my-way | Snyk fob MISC snyk.io/vuln/SNYK-JS-FINDMYWAY-1038269

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

983256 Nodejs (npm) Security Update for find-my-way (GHSA-jgrh-5m3h-9c5f)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Find-my-way Project Find-my-way All All All All
Application Find-my-way Project Find-my-way All All All All

Ak kKK kKKK,

cpe:2.3:a:find-my-way_project:find-my-way:*:*:**:*: "
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